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1. HIACIIOPT PABOYE# MPOTPAMMBI TPO®ECCHUOHAJILHOTO
MOJYJISA

1.1. O6sa1acTh npuMeHeHus1 padoyveil MPOrpaMmbl

PaGouas mnporpamMmma nTpoPEeCCHOHAIBHOTO MOJYJIS  SIBISETCS  YacCThiO
MPOTrpaMMBbI TMOJATOTOBKH CIICIIHAIIMCTOB CPeAHETO 3BeHa B cooTBeTcTBUU ¢ PI'OC
CIIO no cnenuansHoctu 09.02.06 Cemesoe u cucmemHnoe aOMUHUCMPUPOBAHUE
(6azo6as nod2omoeka) B 4acTH OCBOCHHMS OCHOBHOIO Buja jaestenbHocTu (OBJ):
BreimotHeHre  pabOT 1O TPOSKTUPOBAHUIO CETEBOW  HMHGPACTPYKTYPHI u
dbopmupoBanus cienyromux obmmx kommneteHiuid (OK) um mpodeccrnonambHbIX
komneteHiui (11K):

1.1.1. Ilepedyenb 0OMMX KOMIETEHIIUMA

Kon HaunmenoBaHnue 001X KOMIIETEHIIMIA

OK 01. | Beibupars cnocoObl perieHus 3ajad MmpodecCHOHATbHON JesSTEIbHOCTH,
MPUMEHUTENILHO K PA3JIUYHBIM KOHTEKCTaM.

OK 02. | OcymecTBiasiATh TOUCK, aHAJIW3 M HWHTEPHPETALHUI0 HHPOpPMALUH,
HE00XOMMOM ISl BBIMOJIHEHUS 33]1a4 Npo(hecCHOHATBHOM E€ATEIbHOCTH.

OK 03. |IlmanupoBaTh M peanu30BbIBaTH COOCTBEHHOE MPOPECCUOHANIBHOE U
JMYHOCTHOE Pa3BUTHE.

OK 04. | Paborarh B KOJJIEKTHBE M KOoMaHje, d((HEKTUBHO B3aMMOJICHCTBOBATH C
KOJUJIEraMU, PYKOBOJICTBOM, KJIIMEHTAMM.

OK 05. | OcymiecTBiasiTb  YCTHYHO W  NUCBMEHHYIO  KOMMYHHUKAallMIO  Ha
rOCyJapCTBEHHOM $I3BIKE C YYE€TOM OCOOCHHOCTEM COIMAIBHOTO U
KyJIbTYPHOTO KOHTEKCTA.

OK 06. | IIposBisTh rpa)kIaHCKO-MATPUOTHYECKYIO MO3ULHUIO0, JIEMOHCTPUPOBATH
OCO3HAaHHOE IIOBEJCHHE HA OCHOBE TPAAUIMOHHBIX OOLIEYETIOBEUECKUX
LIEHHOCTEW, MPUMEHSATh CTaH/IAPThl aHTUKOPPYIIIMOHHOTO MTOBEICHMUS.

OK 07. | ConeiicTBOBaTh COXPAHEHHUIO OKPYXKAIOIIEH CPEJIbl, PECYpCOCOepEKEHUIO,
7 (HEKTUBHO AEMCTBOBAThH B UYPE3BBIUAMHBIX CUTYAIIUSX.

OK 08. | Hcnonb3oBaTh cpenactBa (GU3HUECKOW KyJIbTYPHI ISl COXPAaHEHUS U
YKPEIUICHHUS 3JI0POBbsl B Mpolecce MpopecCHOHAIBHONU NEATETbHOCTH U
noiJIep >kKaHre HE0OX0IUMOTO YPOBHS (PU3UYECKOI MOATOTOBICHHOCTH.

OK 09. | HWcnonb3oBaTh HWH(POpMAIMOHHBIE TEXHOJOTMH B MpodecCHOHATbHON
JeSTEITbHOCTH.

OK 10. | ITonb3oBaThcst MpodecCHOHATIBHON JOKYMEHTAIMEe Ha TOCyAapCTBEHHOM
Y UHOCTPAHHOM $I3bIKAX.

OK 11. | Wcnonb3oBaTh 3HaHUS 1O (PUHAHCOBOM TPAMOTHOCTH, TUIAHUPOBATH
MPEANPUHUMATEIHCKYIO IEATeILHOCTh B Ipo(eccroHanbHOM cdepe.

1.1.2. Tlepeuens mpodecCHOHATBHBIX KOMIIETCHITHIHI

Kox HaumeHoBaHue BUIOB 1eSITEJIbHOCTH U MPO(PeCCHOHAIBbHBIX
KOMIIETEHIIUH
B/ 1. Buinonnenue pabom no npoexmupoganuto cemesoul UH@pacmpyKmypol




[1K 1.1. | BINOJHATE NPOEKTUPOBAHUE KAOEIbHONU CTPYKTYPhl KOMIIBIOTEPHOM CETH.

[1K 1.2. | OcyuiecTBasiTh BEIOOP TEXHOIOTUU, HHCTPYMEHTAIBHBIX CPEJICTB U

CPEICTB BBIUMCIUTEIHLHONW TEXHUKH MPU OPTaHU3AlMU MIpoliecca
pa3paboTKu U HCCIeT0BaHUsl O0BEKTOB MPOPECCHOHATBHOMN IEITEIHLHOCTH.

[1IK 1.3. | ObecrieunBaTh 3amuTy HHPOPMAIMK B CETH C HCIOJb30BaHUEM

IIPOTPAMMHO-ANNAPATHBIX CPEJCTB.

[1IK 1.4. | IlpuaumaTh yyacTue B IPUEMO-CIATOUHBIX UCTIBITAHUSAX KOMIIBIOTEPHBIX

CETEH U CETEBOTO 060pyI[0BaHI/IH Pa3’In9IHOIO YPOBHA M B OLICHKC Ka4CCTBA
1 DKOHOMMYECKOU Bq)(i)eKTI/IBHOCTI/I CETEBOM TOIOJIOTHH.

[IK 1.5. | BeimonHsATh TpeOOBaHMSI HOPMATUBHO-TEXHUYECKOU TOKYMEHTAIUU, UMETh

OMBIT OPOPMIICHUSI TPOCKTHOM TOKYMEHTAIUH.

1.2 Heanm wm 3amaunm npodecCHOHAIBLHOr0 MOAYJIsl — Tpe0OBaHUS K

pe3yabTaTaM 0CBOCHHUA npod)eccuonaﬂbnoro MOAYJIdA

C OCJIbKO OBJAaACHHA YKAa3aHHBIM OCHOBHBIM BHAOM ACATCIBHOCTH H

COOTBETCTBYIOIIMMHU  OOIIUMH U NPO(ECCUOHAIBHBIMU  KOMIIETCHIUSIMU
OOy4Jaronuiicss B X0Ji€ OCBOCHHUSI MPOPECCUOHATBHOTO MOIYJISL JJOJKEH:
UMETh MPAKTUYECKUM OMBIT B:

MPOCKTUPOBAHUU  APXUTEKTYpbl JIOKAJIBHOM CETM B COOTBETCTBUU C
MOCTaBJICHHOM 3aJ1aueH;

YCTaHOBKE W HACTPOIKE CETEBBIX IMPOTOKOJOB U CETEBOTO O0OpYAOBaHUS B
COOTBETCTBUHU C KOHKPETHOU 3a/1a4€eH;

BBIOOPE TEXHOJIOTHH, HHCTPYMEHTAILHBIX CPEJCTB MIPHU OpraHU3aIliy TpoIiecca
UCCIIeZIOBaHUS OOBEKTOB CETEBOM UHPPACTPYKTYPHI;

oOecrieueHUM 0O€30TMaCHOTO XpaHEHUs W Tepefaurd MHGOPMAIMU B JIOKAJILHOU
CeTH;

UCIIOJIb30BAHUM  CIIELMAJILHOTO  MPOTPaAaMMHOTO  OOecreueHus: IS
MOJICTIMPOBAHMSI, TPOSKTUPOBAHUS M TECTUPOBAHUS KOMITBIOTEPHBIX CETCH.

YMETb:

IMPOCKTHUPOBATL JIOKAJIIbHYIO CCTh, BBI6I/IpaTB CCTCBBIC TOIIOJIOTHH,

UCIOJIb30BaTh MHOTO(YHKIIMOHATIBHBIE TPUOOPHI MOHUTOPHUHTA, TIPOrPAMMHO-
aIrnapaTHble CPEACTBA TEXHUYECKOTO KOHTPOJIS JIOKAJIbHOU CETH.

o0llMe TPUHIMIBI MOCTPOSHUSI CETeH, CETEBBIX TOMOJOTHUH, MHOTOCIOWHOM
mojienu OSI, TpeOoBaHMI K KOMITBIOTEPHBIM CETSIM;

apXUTEKTYpYy MPOTOKOJIOB, CTaHIAPTHU3AIlMU CETEH, ATaloOB MPOCKTUPOBAHUS
ceTeBOi MHPPACTPYKTYPHI;

0a30BBIC MMPOTOKOJIBI M TEXHOJIOTHH JIOKAJIBHBIX CETEH;

MIPUHIIUIIBI TOCTPOSHUS BLICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;

CTaHAapThl Kalesel, OCHOBHBIC BHIbI KOMMYHHUKAIIMOHHBIX YCTPOWCTB,
TEPMUHOB, MOHSATHI, CTAHJAPTOB M TUIOBBIX 3JEMEHTOB CTPYKTYPHUPOBAHHOM
KaOEeIbHOM CHCTEMBEL.




1.3. KoanyecTBO 4YacoB Ha OCBOeHHe padoyeidi mNporpamMmbl
npo¢ecCHOHAILHOT0 MOXYJISA:

O0bem 00pa3zoBaTeIbHOM TporpaMmbl oOydaromierocss 826 4acoB, B TOM
qucle:
obsiz3amenvrasn yacms - 630 yacos,
sapuamusHas yacmo - 196 yacos.

VYBenuueHne KOJWYECTBAa YacoB paboueil mporpaMMbl 3a CYET 4YacoB

BApUAaTUBHOM YaCcTW HANpPAaBICHO Ha yenybienue oObeMa 3HAHUW N0 pa3fenam
POTrPaMMBl.

O0bem 00pa3oBaTEIBLHON MPOTpaMMBI O0yUaromIerocs: 826 gacos.
N3 Hux:
Ha ocBoeHre MJIK.01.01 — 260 gacoB, BKiItO4ast
KOHCYJIbTalNIo — 4 yaca;
IPOMEKYTOUHYIO aTTECTAIIMIO — dK3aMeH 6 4acoB;
CaMOCTOSTEIIbHYIO paboTy oOydJaromierocs: — 4 yaca.

Ha ocBoerrue MJIK.01.02 — 272 gacoB, BKIoJast

KOHCYJIbTaLNIO — 4 yaca;

MIPOMEKYTOUHYIO aTTECTAINIO — dK3aMeH U Au¢depeHITMPOBAHHBIN 3a4eT 8
YJacoB;

CaMOCTOSITENIbHYIO0 pa0oTy oOy4aroierocsi — 6 4acos.

Ha y4eOHy10 npakTuky — 108 vacos;
Ha TIPOM3BOJICTBEHHYIO MpakTuKy — 180 yacos;
Dk3ameH (KBanu(pUKaIMOHHBIN) — 6 9acoB.



2. PE3YJIBTATBI OCBOEHHUSA NTPOPECCUOHAJBHOI'O MOAYJIA

Pesynbratrom ocBoeHus pabouell mporpamMmbl MPOPECCHOHATBHOTO MOIYJIS
ABJIAETCSl OBJIAZIEHUE OOYy4YaroIIMMHUCS OCHOBHBIM BHJIOM jestenbHoctd (OBJI):
Breimonnenne paboT 1Mo MPOEKTUPOBAHUIO CETEBOM HMHPPACTPYKTYpPHI, B TOM UHUCIE
npodeccuonanbubiMu (I1K) u o6mmmu (OK) komnereHusaMu:

Kon HaumenoBanue pe3ysbrara 00y4eHus

[IK 1.1. | BoloaHATE IpOEKTUPOBAHNE KaOEIBbHOM CTPYKTYPhl KOMIIBIOTEPHOU CETH

IIK 1.2. | OcymiecTBasTh BBIOOP TEXHOJOTUH, WHCTPYMEHTAJIBHBIX CPEACTB U
CPEICTB BBIUMCIWTEIBHOM TEXHUKM TPH OpraHU3aluyd Ipolecca
pa3pabOTKU U HccleA0BaHus 00BEKTOB NPOPECCUOHATBHON AESITEIbHOCTH

[IK 1.3. | OGecneunBaTh 3ammTy UHGOPMAIMM B CETU C HUCIOJIb30BAHUEM
IPOrPaAMMHO-ANINAPATHBIX CPEACTB

[IK 1.4. | IIpuHuMars y4acTue B MPHUEMO-CAATOYHBIX HCIIBITAHUSIX KOMIIBIOTEPHBIX
CeTell U CeTeBOro 00OpyAOBaHUS PA3IMYHOIO YPOBHS U B OLIEHKE KauecTBa
Y SKOHOMHYECKOM 3()(heKTUBHOCTH CETEBOM TOMOJIOTUU

IIK 1.5. | BoimonHsATe TpeOOBaHUS HOPMATHBHO-TEXHUYECKOW JTOKYMEHTAlUH,
UMETH ONBIT 0(OPMIICHHS TPOEKTHOMN TOKYMEHTALIUU

OK 01. |Beibupats crocoObl pemieHus 3a1a4 nMpoecCHOHANBHON AESITeThHOCTH,
PUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02. [OcymecTBisiTh TIOWCK, aHAIW3 W HHTEpHpeTanuio uHpopmammu,
HE0OXOAMMOM IS BBIMOJHEHUS 3a]1a4 Npo(hecCHOHATBHOM IEITEIbHOCTH

OK 03. |IlmanupoBaTh M pealM30BBIBATH COOCTBEHHOE NPOQECCHOHATBHOE U
JUYHOCTHOE PAa3BUTHE.

OK 04. | Paborath B KOJJICKTHBE W KOMaHJe, 3((HEKTUBHO B3aMMOJICHCTBOBATH C
KOJUIETaMH, PYKOBOJCTBOM, KJIUEHTaMHU.

OK 05. | OcymiecTBnsiTh  yCTHYHO HM  NHCBMEHHYHO  KOMMYHHUKAIMIO  Ha
rOCy/IJapCTBEHHOM SI3bIKE€ C YYETOM OCOOCHHOCTEH COLMAIBHOTO U
KYJIbTYPHOTO KOHTEKCTA.

OK 06. | IIposBisATh TpakIaHCKO-IATPUOTHUYECKYIO TO3MIIHIO, JIEMOHCTPHUPOBATH
OCO3HAaHHOE TOBEJCHHE HAa OCHOBE TPAAMIIMOHHBIX OOIIEYETOBEUYECKUX
LIEHHOCTEM, IPUMEHSTh CTaH1apThl AHTUKOPPYNIIMOHHOTO TOBEACHMUS.

OK 07. | ConeiicTBOBaTh COXPAHCHHUIO OKPYXKAIOIIEH CPEJbl, PECYpcoCOepeKeHUIO,
3¢ (HEeKTUBHO AEMCTBOBATH B UYPE3BbIUAMHBIX CUTYAIUSX.

OK 08. | Hcnomp3oBath cpeacTBa (U3WUSCKON KYJIbTYPHl JJISI COXpaHEHUS W
YKpEIUIEHUsI 3/I0pOBbsl B Ipoliecce NMpo(ecCUOHAIBHON AESITETbHOCTU U
noJiiepKaHiue HeoOX0IMMOTO YPOBHSI (pU3MUECKON NOATOTOBJIEHHOCTH.

OK 09. |Hcnons3oBaTh WHGOPMAIMOHHBIE TEXHOJOTHUH B MPOPECCHOHATHHON

ACATCIBHOCTHU




OK 10. | TIlonb3oBatbcs mpodhecCUOHAIBHON TOKYMEHTAIlMe Ha TOCYJapCTBEHHOM
Y UHOCTPAHHOM S3bIKaX.
OK 11. |[Hcnonp3oBaTh 3HaHMS TO (PUHAHCOBOM TPAMOTHOCTH, ILIAHUPOBATH

MPEANPUHUMATETHCKYIO IEATEILHOCTE B IPO(eCcCHOHaTBHOM cdepe




3.1. Ctpykry

3. CTPYKTYPA U COAEPKXAHHUE ITPOPECCHUOHAJIBHOT'O MOAYJIA

a npodeCcCHOHAIBHOI0 MOAYJISA

O6Bem npoeccHoHaTLHOTO MOIYJIS, Jac.

Pabora 06yq3:101unxc;1 BO Pabora oOyuatomuxcst ,[C Ta;icﬂzz
B3AUMONCHCTBIN € [TpakTuku BO B3aUMOJICICTBUM C pa6ora
Koer Cymmaps TPCIONABATE/ICM, Hac IPEToAaBaTeIeM, yac
npodeccHoHaNbH HanmeHoBaHUS pa3aenos blit 06BEM O6yuenne no MJIK
BIX OOITIX PO ECCHOHATBHOTO MOAYIISL | HArpy3KH, B ToM umcIIe
KOMIIETEHIIHI yac. Koncyns
Beero JlaBopatop « VueGuas IIpoussoacTs Tam/};ﬂ IIpomesxyTou
BIX 1 YPCOBBIX CHHaA Has
mpaktieck | ;?;SI?TTOB) arTecTanys
HUX 3aHATHU
1 2 3 4 5 6 7 8 9 10 11
MK 1.1-IIK 1.5 | MAK.01.01
OK 01-11 KoMmnbrorepHble ceTu 260 246 64 4 6 4
Pazgen 1. KomnbroTepHsie
CeTH
K 1.1-1IK 1.5 | MAK.01.02
OK 01-11 Opranuzanmsi, NPUHIUIIBI
MOCTPOEHHUS H
(pyHkMoHNpOBaHUA
KOMINbIOTEPHBIX ceTeil 272 254 32 30 4 8 6
Paznen 2. Opranuzanusi,
MPUHIMITEI TOCTPOCHUS H
(bYHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CeTel
[K 1.1-[IK 1.5 | YueOHas npakTHKa, 4acoB 108 108
OK 01-11
K 1.1-1IK 1.5 | Ilpon3BoacTBeHHas 180
OK 01-11 npakTuka (1o npoQuito 180
CHEINAIFHOCTH), YaCOB
JK3aMeH 6 6
(kBaJM(PUKANIMOHHBIN)
Bcero: 826 500 96 30 108 180 8 20 10




3.2. Conep:xaHue o0yuyeHUs MO NPO(PecCHOHATBLHOMY MOIYJII0

HaumenoBaHue pa3jiesioB u
TeM NpPo(ecCHOHAIBLHOI0 Coaepxxanue yueOHOro MaTepuaa, OGLéM B
moayJs (IIM), JabopaTopHble padoThI U MPAKTUYECKUE 3aHATHS, CAMOCTOSITe/IbHAsI yueOHas padoTa
MEKIN CHUTITHHAPHBIX o0yuyawuuxcsi, KypcoBasi pa6ora (IpoeKT) (eciu npedycmompenst) Hacax
Kypcos (MAK)
1 2 3
M/IK.01.01 KomnbloTepHble ceTH 260
Pa3nen 1. KomnblorepHsle ceTn 246
Tema 1.1. BBenenue B Conepxanue 122
ceTeBble TEXHOJIOTHH 1 | KomnboTepHble ceTH
CoBmectHast pabota, MHTepHET W COBPEMEHHBIE CETEBBIE TEXHOJOTMU — OO0JacTh

NPUMEHEHMsI M Ha3HaueHue. Buibl KoMnbloTepHbIX ceTell. [ 1obanbHble U JTOKabHbIE CETH.
OpHOpaHroBble U KIMEHT-CEpBEpPHbIE apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTBI CETEH,
ceTeBas Cpella U CeTeBble YCTpoicTBa. TexHosornmn noakmodeHus K HHTepHer.
KouBeprentneie cetn. KauectBo u HajmexHocTh cerell. OCHOBHbBIE TOHSTHUS CETEBOM
6e3onacHOCTH. TeHJeHIIMU pa3BUTHUS CeTell.

2 | KoHconbHBIHN 10CTYI, yaaleHHbIN AocTyn ¢ nomouibio Telnet u SSH, ucnonp3oBanue nopra
AUX.

3 | CereBble MPOTOKOJIBI M KOMMYHUKALUH

KomupoBanue u mapamerpbl cooOmieHusi. CeteBble NpPOTOKOJBL. B3aumopelcTaue
npotokosioB. Habop mpotokonoB TCP/IP u mponecc oomena nanapiMu. OpraHnuszanuu 1o
cragnaptuzaiuu: ISOC, IAB, IETF, IEEE, ISO. MuoroypoBueBbie moaenu OSI u TCP/IP.
Wukancynauus nansbix. [Iporokonbhbie Omoku gaHHbiX (PDU). ocTyn K JOKaJbHBIM
pecypcam. CereBas anpecaums. MAC- u IP- agpeca. JlocTyn K yman€HHBIM pecypcam.
[1111103 MO0 yMOT4aHUIO.

4 | CereBoii goctyn

[Iporokosnbl u cranAapThl pusndeckoro ypoBHs. CriocoObl mojkiIoueHus K ceTH. CeTreBble
untepoeiicubie miaatsl (NIC). Cpenbl nepeaun JaHHBIX U UX XapaKTEPUCTUKH: MPOITYCKHAs
CIIOCOOHOCTh, TPOU3BOAUTEIBLHOCTh. Buasl memnbix cereBeix kabeneit: UTP, STP,
KOaKCHalbHbIA. Pa3HOBHIHOCTH, OCOOEHHOCTH TPOKJIAIKHM W TECTUPOBAHUS KaOemneil.
CtpyKkTypa 1 0COOEHHOCTH MPOKJIaJIKH ONTOBOJIOKOHHBIX Kabenel. becripoBoiHbIe cpeacTBa
nepenaun nanHbeix. Crannapt Wi-Fi IEEE 802.11.

KananpHbId ypOBeHH W €ro MOAYypOBHHU: YmpapieHue norumdeckum kanaiom (LLC) u
VYupasineHnue goctynom k cpene nepenaun aaHHbix MAC. CtpykTypa Kajpa KaHAJIbHOTO
YPOBHS U NpUHLUIBI ero ¢popmupoBaHus. CTaHIapThl KaHAJIBHOIO ypoBHs. Pusndeckas u




JIOTMYECKAsT TOIIOJIOTHS CeTH. ToIoJiorunu «TOYKa-TOUKa», «3BE€34a», «IIOJIHOCBsA3aHHAas,

«kombIeBas». llomynymiuekcHas W TONMHOAYIUIEKCHAs Tmepenada naHHbX. (OcoOeHHOCTH
kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Cetenble Texnosiorun Ethernet

CewmeiictBo ceteBbix TexHonoruii Ethernet. [Ipunnun pa6oter Ethernet. Bzaumoneiicteue Ha
noaypoBHsix LLC u MAC. Ymnpasnenue noctynom kK cpene nepeaaun aanHbix (CSMA).
MAC-anpec: unentudukanus Ethernet. AtpuGytsl kanpa Ethernet. [IpeacraBnenns MAC-
aapecoB. OnHO- M  MHOIOQJpPECHOW, IIMPOKOBEWIATENbHON pacchliok. CKBO3HOE
noaknouenue, MAC- u IP-anpeca.

[IpoTtokon paspemenus agpecoB (ARP): mpunmmnber paboTel, posib B mpolecce yaaaeHHOTO
oOMena nanHeiMu. Tabnumbsl ARP Ha ceteBpix ycTpoiicTBax. OCHOBHBIE HEIOCTAaTKU
nporokosia ARP - Harpyska Ha cpeay nepefaun JaHHBIX U O€30M1aCHOCTb.

OcHoBHast uHpopMalusi 0 moprax kommyraropa. Tabmuna MAC-ampecoB KoMMyTaTopa.
Oynkus Auto-MDIX. Crioco6sI epecsiiky kagpa Ha kommyTaropax Cisco. bydepuzanus
namMsTd Ha KomMmyTaTopax. OUKcHpoBaHHAs U MOAYJIbHas KOH(GUTYpalu KOMMYTAaTOPOB.
CpaBaenne xommyTtanuu ypoBHS 2 u ypoBHsA. Texnonorumst Cisco Express Forwarding.
Buprtyanpusiii uatepgeiic kommytaropa (SVI), Mapmpyrusupyemsiit mopt, EtherChannel
ypoBHs 3. KoHdurypanus MapuipyTu3upyemMoro nopra.

CereBoii ypoBeHb

CereBoil ypoBeHb B Ipoliecce nepefadn JaHHbIX. [IpoTokoinbl ceteBoro ypoBHs. OCHOBHbIE
xapakrepuctuku IP-mpotokoma. Crpykrypa mnakeroB IPv4 u IPv6. Ocobennoctu u
nmpeuMyInecTBa  mnpoTtokona Pv6.  Meroasl  MapmpyTuzanmud — y3iioB.  Tabnwuia
MaplIpyTU3alluK y3JI0B UM MapuipyTtusaropa i nporokosnoB IPv4 u IPv6. VYcrpoiictBo
Mapuipytuszaropa — IIpomeccop, mnamsaTe, omnepanuoHHas cucreMa. [logkimroueHne K
MaplIpyTU3aTopy dYepe3 pasiuyHble mopTel. HacTpolika HMCXOAHBIX —IapaMETPOB,
MHTEp(ECcoB, 1III03a 10 YMOJYaHHUIO U IPYTHX XapaKTepUCTUK MapUIpyTH3aTopa.

TpancnopTHbIi ypoBeHb

Ha3nauenue u 3ajaun TpaHCIIOPTHOT'O YPOBHSL.

MynpTUIIEKCUPOBAaHUE CEaHCOB cBsI3u. Onucanue u cpasHeHue nporokosnoB TCP u UDP —
HAJEeKHOCTh W TMPOM3BOAMTEIBHOCTh, O0JIACTh NpPUMEHEHUs. AJpecalus IOPTOB U
cermentaiuss TCP u UDP. OOmen nanueimu mo TCP. Ilpomeccet TCP  cepsepa.
VYceranosnenue TCP-coenuHeHnss u  ero 3asepuieHue. lIpuHIMIBL  «TPEXCTOPOHHETO
pykonoxarus» TCP. Hanéxnocte u ynpasnenune notokom TCP - TloarBepxaeHue
IIOJIyYE€HUsI CErMEHTOB, IOTEPs NAHHBIX M IOBTOPHAs Iepelada, YIPABICHHUE ITOTOKOM.
O6men nmanabiMH ¢ ucnoib3zoBanueM UDP. Iponeccer u 3anpocet UDP-cepsepa, UDP-
nararpammsl, iponieccbl UDP-knuenta. [punoxenus, ucnonssyronme UDP u TCP.

IP-anpecanus
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Crpykrypa IPv4-aapecoB. CereBas u y3noBas 4acth IP-agpeca. IIpeoOGpa3zoBanue aapecos
MEXIYy IBOMYHBIM U JIE€CATEPUYHBIM IpenacraBieHueM. Macka noxacetu IPv4. Ceresoii
ajgpec, aapec y3ja U IIMpoKoBemiatenbHbld aapec cetu IPv4. IlpucBoeHue y3iy
CTaTU4eCKOro M auHammuueckoro IPv4-aapeca. Muoroanpecnas mepenava. [TyOnuunbie u
yactHble [Pv4-aapeca. [Pv4-anpeca cnermansaoro HazHaueHus. [IpucBoenue [P-anpecos.
CoBMecTHOE Hcnosib30BaHue MpoTokosioB IPv4 u IPv6: nBolHONM CcTEK, TyHHEIUPOBAaHUE,
npeobpaszoBanue. IIpencraBnenue I[Pv6-ampecos. IlpaBuna cokpamenus 3amucu [Pv6-
anpecoB. HauBuAYyanbHbIM, IPYNIOBON, NPOU3BOJIbHBIN TUIbl [Pv6-anpecoB. CTpyKTyphl
JIOKAJIBHOTO U TJI00aJIbHOr0 HHAUBUAYANbHBIX [Pv6-anpecoB. CtaTudeckas U AUHaMUYecKas
KOHHUrypanuu Tiao0albHOr0 WHAMBHUAYyanbHOro azapeca. Ilpomecc EUI-64 u cmyuaiitHo
CreHEepHUPOBaHHBIN UAeHTUPUKATOP UHTEpdeiica.

ICMP-cepBucol. Otnuuust 115 npotokoios [Pv4 u IPv6. Coobumenus ICMPvI6 «3anpoc k
MapuipyTuszaropy», «OObsBIeHHE OT MapLIpyTH3aTopa», «3ampoc COCEAHEro y3la» u
«OOBsBIEHUE COCEIHEro Yy3jaa». TecTHUpoBaHME CETH C IIOMOIIbIO 3X0-3aIPOCOB.
TpaccupoBka wmapuipyta. Bpemss mnpoxokAeHHs CHTHajga B TMpPIMOM M OOpaTHOM
HanpasyieHusX (RTT). Bpems xuzuu (TTL) IPv4 u npenen nepexonos IPv6.

Paznenenue IP-cereil Ha moaceTu

Cermenrauust IP-cereil. OOMeH naHHBIMU MEX1y nojacersMu. IlnanupoBanue agpecanuu B
nojaceTsx. PacuetHeie hopMynbl sl cerMeHTanuu cetu. Paz0onenne Ha moJICeTH Ha OCHOBE
TpeOOBaHMI1 y3JIOB M CETEHl, B COOTBETCTBUU C TpeOOBaHUsIMU ceTel. OnpeeneHne Macku
nojacetu. PazOuenne Ha MOJCETH C MCMOJIb30BaHUEM MacKu MepeMeHHou miuHbl (VLSM).
bazoBas monens u HazHaueHue OJ0k0B ajnpecoB VLSM. [lnanupoBanue aapecanuu CETH.
OcoGennoctu mpoektupoBanus [Pv6-cetn. Pa3bueHune Ha mojceTH ¢ HMCHOIb30BAaHUEM
ujeHTuduKaTopa HUHTEpdeEiica.

10

YpoBeHb NPUIIOKEHU I

YpoBeHb NPUIIOKEHHUN, YPOBEHb IPEACTABICHUS M CEAaHCOBBIM ypoBeHb. lIpumepsl
pacnpoCcTpaHEHHBIX NMpuiIokeHU. [IpoTokonsl ypoBHs npuiokeHuid. OQHOpPaHTOBBIE CETU
(P2P). Mogenp tuma «kmueHT-cepBep». 0630p npotokosoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennsix uM€H (DNS). @opmar coobuienuit u uepapxust DNS. Vrunura
«nslookupy». Cnyx06a DHCP. Ilporoxon mnepenauu daitnoB (FTP). IIporokon obGmena
Oomokamu cepBepHbIX coobmenuit (SMB). Konnenmun «Bceobwemmrommii  HTEpHET»
BYOD. JloctaBka JaHHBIX IO KOHBEPTEHTHBIM CETSIM.

11

Co3nanne 1 HacTpoOiiKa He0OJIBIIOH KOMIIBIOTEPHOI CeTH

[InanupoBaHue M co3MaHWE HEOOJBIION KOMITBIOTEPHOM CETH: ONpEIeTeHHUE KITFOYEBBIX
(akTOpoB, BHIOOP TOMOJOTMHM W CETEBBIX YCTPOMCTB, BHIOOp M HACTpOWKa MPOTOKOJOB,
cUCTeMBbI ajipecaniii. Mepbl o o0ecnedyeHro 0€30MacHOCTH CETU. Y SI3BUMOCTH U CETEBbIE
ataku. Pa3BenpiBarenpHble aTaku, Ataku noctymna, Otkaz B obciayxuBanuu (DoS-atakn).
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Pe3epBHOEe KOmupoBaHUE, OOHOBJICHUE W YCTAHOBKA HCIPABICHUN. MEXCETEBbIE IKPaHBI.
Ayrentudukanus, apropuszanus 1 yuét. Brimoyenue nporokona SSH.

@aioBble CUCTEMBl MapIIPYTHU3aTOPOB M KOMMYTATOPOB. Pe3epBHOE KONHMpPOBAaHHE U
BOCCTAHOBJICHHE C TIOMOINBIO TEKCTOBBIX (aiioB, mportokona TFTP, USB-nakomutens.
Berpoennbie  cimyxObl  Mapmipytuzanuu. [lopgepxka OecrpOBOAHBIX — MOAKIIOUEHUH.
Hactpoiika BCTpO€HHOro MapupyTu3aropa.

B TOM umciIe NIPAKTHYECKUX 3aAHATHI

1 | CocraBnenue kapThl ceTd MHTEpHET ¢ TOMOIIBIO YTHIIUT «ping» U «traceroute
2 | Co3nanue nNpocToi CeTu:
* VYcraHOBKa ceaHca KOHCOJIM C CETEBBIM 00OpYI0OBAaHUEM IIPH MOMOUIM IIporpammel Tera
Term;
* Co3gaHue CETH;
Hactpolika OCHOBHBIX TapaMETPOB KOMMYTATOPA.
3 | IIpocmoTp cereBoro Tpaduka ¢ moMoursio mporpammsl Wireshark.
4 | [lonkmoyeHne KOMITBIOTEPOB K CETH C OMOILbIO Kabeneil 1 6ecripoBOIHBIX alallTePOB:
* OnpezeneHue CETEBbIX YCTPOICTB U KaHAJIOB CBA3H;
*  OO0XHUM CEeTEBOr0 Kabes;
* IIpocMoTp naHHBIX O OECIIPOBOJHBIX M MPOBOJHBIX CETEBBIX aJalTepax.
5 | Usyuenue Ethernet-texHonoruii:
e IIpocmorp MAC-anpecoB CETEBBIX YCTPOMICTB;
* UMsyuenue kanpos Ethernet ¢ momombto nporpammsl Wireshark;
* IIpocmotp ARP ¢ momompto nporpammel Wireshark, unrepdeiicoB koMaHaHON CTPOKH
Windows u 10S;
* MHcnonb3oBanue uHTep(eiica xomannHoil crpoku [0S ¢ Tabmuunamu MAC-aapecos
KOMMYTAaTopa.
6 | [Toctpoenue cetu Ha Ga3e MapIIpyTH3aTOpa:
* IIpocmoTp Tabauil MapUIpyTU3ALUH Y3JI0B;
*  M3yuenue (pu3NUYECKUX XapaKTEPUCTUK MapUIPyTHU3aTOPa;
» Co3jaHue CeTH, COCTOSIIeH N3 KOMMYTAaTOpa U MaplIpyTH3aTopa.
7 | 3yueHue TpaHCIOPTHOIO YPOBHS:
* HaOmonenue 3a mpoueccoM TpEXCTOpPOHHEro «pykomnoxatus» TCP ¢ momormrsio
nporpammbl Wireshark;
¢ HM3yuenue 3axBaueHHbIX 1aHHBIX DNS UDP ¢ momoubsto nporpaMmsl
Wireshark;
* l3zyuenue 3axBaueHHbIX naketoB FTP u TFTP ¢ momonisto mporpammer Wireshark.
8 | Hacrpoiika [P-agpecanuu:

32
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Hcnonp3oBanue kanpkynaropa Windows B paboTe ¢ CETEBBIMH aJjpecamu;
Konsepranus [Pv4-anpecoB B ABOMYHYIO CUCTEMY CUUCIICHUS;
Omnpenenenue [Pv4/IPv6-aapecos;

Hactpoiika [Pv6-anpecoB Ha CETEBBIX YCTPONCTBAX;

TectupoBaHme CETEBOT0 MOAKIIOYSHHUS C TIOMOIIBIO KOMAH/I «ping» u
«traceroute.

Cermenranus IP-cereit:

N3ydeHue KalbKyIsITOPOB MOACETEN;
Pacuér moncereit IPv4;
Paznenenue cereii ¢ pa3nuYHBIMU TOIIOJIOTUSIMU Ha TIOJICETH;

Pa3paboTka 1 BHepeHnEe CXeMBbI aapecannu pa3aenéHHoi Ha noacetu [Pv4-cetu;
Pa3pabotka u BHenpeHue cxeMsl aapecanun VLSM.

10

IP-agpecanus:
aHanu3 Tpaduka OJHOAAPECHOM mMepenadyd, IMUPOKOBEIIATEIbHOW M MHOI'0AJIPECHOM

PacCBUIKH;
HacTpoiika agpecanuu [Pvo;

nposepka aapecanuu [Pv4 u IPv6;

0TpabOTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

11

Cermenranus IP-ceteit:

OpraHM3aLys MOJCETH IO Pa3INYHbIM CLIEHAPHIM;
pa3paboTKa U BHEApEHUE CTPYKTYphI aapecanuu VLSM;
BHEJIPEHUE CXEMBI apecaliuu pa3aesiéHHon Ha nojacetu [Pvo-ceru;
0TpabOTKa KOMIIEKCHBIX MPAKTHYECKUX HABBIKOB.

12

N3ydyeHne OCHOBHBIX CETEBBIX CIIYXO:
W3yuenne ¢yHkuun oOMeHa ailnaMu MeXIy OJHOPAHTOBBIMH  YCTPOMCTBaMHU
onpeneneHue npeodbpazoBanuii PAT; «M3yuenue npaBui padbotst DNS;
N3yuenue nporokona FTP.

13

Oo0ecrieueHne 0e30IIaCHOCTH CETH:

W3y4yeHune yrpo3 ceTeBoit 0€30MacHOCTH;
JlocTyn K ceTeBbIM yCTPOMCTBaM Mo nMpoTokoiy SSH;
ObecneueHne 6e30MaCHOCTH CETEBBIX YCTPOUCTB;

14

AHann3 KOMIOBIOTEPHON CETH U HACTPOWKA MapUIPyTH3ATOPa:

HpOBCpKa 3aCPIKCK B IHCpCAavu CCTCBBIX IMAKCTOB C IMMOMOMILIO YTHUIIUT

«traceroute»;

«ping» u

Hcnons3oBanue uaTepdeiica komanauoi crpoku (CLI) mis cOopa cBeneHuit 0 CeTeBBIX

YCTPOMCTBAX;

VYnpasienue daiinamMu KOHOUTYpallMiM MapUIpyTU3aTopa C IMOMOIIBIO MPOrpaMMBbI

14



SMYJISIIAY TEPMHUHATIA

* VmpasieHnue daitnamu KoH(GUTypaluu YCTpOWCTB ¢ wucnosb3oBanuem TFTP, ¢nem-
namati 1 USB-Hakonurenei

* H3ydenue npouenyp BOCCTaHOBJICHUS NApOJIEH.

15

HpO@KTHpOBaHI/Ie " CO3JJaHUEC CCTU AJId MAJIOTO IMPEAIIPUATUSA — HTOTOBBIM IIPOCKT

Tema 1.2. IIpuHIHTIBI
MapIIPYTU3ALHHU U
KOMMYTAaIUU

Conep:kanue

1

BBenenne B KoMMyTHpYeMble CeTH

OO0bennHEHHBIE ceTH. Mepapxus B KOMMYTHPYyEeMOW ceTH. Poinb KOMMYTHPYEMBIX CeTeH.
Kommytupyemass  cpema.  Junammueckoe  3amonHeHue — tabmuubl  MAC-aapecos
KOMMyTaTtopa. MeTonbl MepechbUlkH Ha KommyTtarope. KoMmyranus ¢ mpomMeXyTOYHBIM
xpaHeHueM. CKBO3HAsi KOMMYTallMsl.

Kommyrannonnsie foMenbl. CHH)KEHUE TIEPErpy30K CETH.

OcHOBHBIC KOHLIENIIUH U HACTPOKa KOMMYTallMU

OcHOBHbIE KOHLENUMM M HAacTpoika KoMMyTauuu. [lepBoHauanbHas HacTpoiika
KOMMYTaTopa ¥ BOCCTaHOBJIEHHE TIIOCiI€ cHcTeMHoro coos. Hactpoiika nocryma ams
6a3oBoro ympasieHuss komMmyratopoMm c IPv4. JlymnekchHas cBs3b. Hacrtpoiika mopros
KOMMYyTaropa Ha (QHU3UYECKOM ypoBHE. DYHKIHS aBTOMATHYECKOTO ONPEACICHHS THIIA
kabens (Auto-MDIX). IlpoBepka HacTpoek mopra kommyraropa. Ilouck u ycrpaHeHue
Ipo0JIEM Ha YPOBHE JIOCTYIA K CETH.

be3onacHocTh KOMMyTaTOpa. 3amMIIEHHBIM ynanéHHeld  goctyn. Hacrpoiika SSH.
Pacmipoctpanénnble  yrpo3el 0Oe3zomacHOCTH: mnepenojsHeHue Ttabmuubl MAC-anpecos,
DHCP-cny¢uHr, ucnons3oBanue ysa3Bumoctei nmporokona CDP, Ataku Telnet u np. Ayaur
U MIPAaKTUYECKUE PEKOMEHJAlMU 10 00eCIIeYeHNI0 Oe30I1acHOCTH ceTH. be3onacHocTh opra
kommytaropa. Orcnexuanne DHCP cooOmenuit. @yHkius 6e30macHOCTH mopTa. Busl
3amutel MAC-anpecoB. PexxuMbl pearrpoBaHus Ha HapyleHue 0e3onacHoctu. [IpoBepka u
HacTpolika noptoB. [Iporokos cereBoro Bpemenu (NTP).

BupryansHsie jokajabHbie ceTu (VLAN)

Buptyanensie nokanbable cetd (VLAN) — knaccudukanus 1 OCHOBHbBIE XapaKTEPUCTUKU.
Tpanku BupTyanbHBIX ceTeil. KOHTposib mMpoKoBemaTenbHbIX J1oMeHOB B ceTsix VLAN.
TerupoBanue kagpos Ethernet mis maentudukamuu cett VLAN. Ceru native VLAN u
terupoBanre crangapra 802.1Q. TerupoBanume ronocoBoit VLAN. Peanuzaruu
BUPTyalbHOU JIOKanpHOU ceTn. Haznauenue nopros cetssMm VLAN. Hacrpoiika TpaHKOBBIX
kaHanoB. IIpoTokon nuHamuyeckoro cosnaHus TpaHkoBoro kaHanma (DTP). Ilouck u
YCTpaHEHHE HEMOJAJOK B BHUPTYyaJbHBIX JIOKAIbHBIX CETAX M TPAaHKOBBIX KaHaaX.
[Ipob6nembr ¢ IP-ampecamumeit cetm VLAN. HecoBmamenuss pekxMMOB TPaHKOBOM CBSI3H.
[TpoexTupoBanue u obecrneyenue 6ezonacHoctd VLAN: hopping, ciypuar kommyraropa,

124
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aTaka ¢ 1BoiiHbIM TerupoBanueM, Cetb PVLAN nepumetpa. [IpakTuueckue pekoMeHaauu
110 IPOEKTUPOBAHUIO BUPTYAJIbHOM JIOKAIIBHOU CETH.

Konuenuus mapmpyrusanun

Hactpoiika wMapumpyruszaropa. MexaHu3Mmbl IepecbUlkd nakeTtoB. [loakmrouenue wu
HACTpoMKa yCTpoHCTB. CBETOOUOIHBIE MHAMKATOPbl HAa MapUIpyTH3aTope. AKTHBAaLMs U
Hactpovika [P-agpecanuu. IIpoBepka CBS3HOCTH CETEHM € NPSIMBIM  IMOAKIIOYEHUEM.
IIpoBepka HacTpoek wuHTepdeiica. DuIbTpanus BBIXOAHBIX JaHHBIX KOMaHA «showy.
Kommyranusa mnakeroB Mexnay cerssMu. DyHKIUA KOMMYyTAalMUd MapUIpyTHU3aTopa.
Mapumpyruzanus naketos. Onpeznenenue nytu. Ilponecc npuHATHS pelIEHUs O NEPECHUIKE
naketoB. Beibop ontumansnoro mytu. IIpotokomnsr RIP, OSPF, EIGRP. Pacnpenenenue
Harpy3ku. AJMUHHUCTpUpOBaHHE paccTosiHue (AD) M HaneXHOCTh MapuipyTa. AHaW3
TaOJIHMI MapIIPyTH3alUd — MCTOYHHK JAaHHBIX, MPUHIUIBI (POPMUPOBAHHE BO3MOKHOCTH
HAcCTpOWKH. 3amucu TaOJMLbBl MapHIpyTHU3aLUU JJIs CEeTel ¢ NPsAMBIM MOAKIIOUYCHHEM.
3ajaHue CTaTUYECKMX MapuipyToB. [IpoTOKOJBI IMHAMUYECKOW MapLIpyTH3aluu ceTei
IPv4 u IPv6.

Mapupyrusauus me:xkay VLAN

[Tpuanuns! padotsl MapmpyTuzanuu Mexay VLAN. Hactpoiika mapuipytusanuu Ha 6aze
MapuIpyTU3aTOPOB C HECKOJBKUMHU (pU3MYeCKUMH HWHTEpdeiicaMu, ¢ HCIOIb30BAHUEM
KoHUrypauuu router-on-a-stick, uepe3 MHOTroypoBHEBbI KoMMmytaTop. IIpoGiemsl
mapmpyruzaunn Mexay VLAN. Ilposepka koHpurypauuu KoMMyTaTopa U HAacTpPOEK
Mapuipytusaropa. Henonagku B pabore unHTepdeiica. Ommbku B IP-ampecax m mackax
noaceru. Hactpoiika m pabota xkomMmyTranuu Ha 3-M ypoBHe. MapuipyTuzanus MEXIy
VLAN 4epe3 BUpTyalbHble HHTEp(hEHCH KOMMYTaTopa, MapUIpyTH3UpyeMble MOPTHI.
Henonaaku B HacTpoiikax KOMMyTaropa 3-ro ypoBHsL.

CraTnyeckass MapLIpyTH3anus

[IpenmyiecTBa M 3aa4n CTATUYECKOW MapLIPyTH3alWU. THIIBI CTATUYECKUX MapIIPyTOB:
CTaHJAPTHBIMA, [0 YMOJIYAHWIO, CYMMAapHBIM, IulaBaromuil. HacTpoiika craTH4ecKkux
mapmipytoB [IPv4 u IPv6. Komanga «ip route». MapmpyT claeayromero mnepexosa.
HamnpsiMyro moaxito4€HHBIA CTaTUYECKUM MapupyT. 110JIHOCTBIO 3aaHHBIN CTATUYECKUN
MapuipyT. Hactpolika crarnmueckoro mapmpyra o ymondanuro. KiaccoBas aapecanus.
KnaccoBsle Macku mnoacetn. beckmaccoBas MexxaoMeHHas Mapupytusanus CIDR.
O6benunenne MapuipyroB. Opranuzauus cynepcereid. lcronb3oBaHue MacoK MOJCETH
¢ukcupoBanHoit amuabl (FLSM). Macka mnoacern mnepeMmeHHod amuHbl (VLSM).
Hactpoiika cyMMapHbIX W IUIAaBaIOIIMX CTAaTHYECKHX MapuIpyToB. Pacuér cymmapHOro
Mmapuipyta. O6beauHenue ceteBbix anpecoB [IPv4 u IPv6. Ilouck u ycTpaneHue Herosagok
B HACTPOMKAX CTATUYECKOr0 MApIIPyTa U MapUIpyTa 110 yMOJIYAHUIO.

JluHaMuyeckasi MapIIpPyTH3aLUs
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[IpoToKoIbl TMHAMUYECKONH MaplIpyTH3aluu — Ha3HaYeHHe, MPUHIUIIBI pabOThl U UCTOPHUS
pa3BuTHsi. CpaBHEHUE JUHAMUYECKON M CTaTHUECKOW MapuipyTH3anuu. [IpuHIUIIE paboThI
MIPOTOKOJIOB MapUIPYTU3allMU: IYCK IMOC]Ee BKJIOYeHUs nutanus, CereBoe oOHapyx eHUE,
O6men gamHbIME  MapmipyTu3amuu, OOecredenne cxomumoctd. Kitaccudukamnus
npoTokojaoB Mapupytusauu. Ilpotokonst IGP u EGP. [IucTaHImoOHHO-BEKTOPHBIE
nporokoiibl RIP, IGRP. IIpoTokomnsl mapmpytuszanuu o coctossuuto kanaina OSPF u IS-IS.
KrnaccoBble u OeckiiaccoBble IMPOTOKOJBI MAapHIPYTHU3ALMHU. XapaKTEPUCTUKA U METPUKH
IIPOTOKOJIOB.

JluHamuueckass JMCTAaHIIMOHHO-BEKTOpPHAs MaplipyTuzanus. JMcTaHIIMOHHO-BEKTOPHBIH
anroput™M. MexaHU3Mbl OTIPAaBKM W IIOJYYEHHUS JaHHBIX MapLIpyTH3aluu, pacuéra
ONTUMAJIBLHBIX MyTEH U 100aBIeHUsI MapUIPYTOB B TAOIHUIy MapLIPYTU3AIHH, OOHAPYKEHUS
U pearupoBaHHs Ha HM3MeHeHus B tononoruu. Hacrtpolika mporokona RIP: BkmrouyeHue
RIPv2, oTk/II0Y€HHE aBTOMATUYECKOTO O0BEIMHEHN S, HACTPOIKA TaCCUBHBIX MHTEP(EICOB,
repeaada Mapuipyra no ymosdaHuro no ceru. Hacrpoiika nporokona RIPng. Ilponecc
MapIIpyTU3aluy 1o cocTossHuio kaHana. Hello mporokon. maker cocrostnus kanana (LSP).
JlaBuHHas pacchliKa MaKeTOB COCTOSIHUSA KaHaia. JIaBUHHAsI pacchbUIKa IMaKETOB COCTOSHUS
kanana. Co3ganue nepeBa Kparuaimmx mnyreid SPF. JloGaBnenue mapuipyroB OSPF B
TaONUIy MapmpyTu3anuu. HemocTaTku MPOTOKOIOB MapHIPYTH3AIUH IO COCTOSHHIO
kaHana. Tabnuna MapupyTu3anuu. 3anucu ¢ NpsIMbIM MOJKIIOYEHUEM U YAAJIEHHON CeTH.
Junamuuecku noaydaembie mapuipyTthl [Pv4/6. TIponiece moucka mapipyra.

OSPF nns ognoi ods1acTn

CewmetictBo npotokonoB OSPF. Xapakrepuctuku, npuHIMIBI paboThl 1 KoMrioHEeHTHl OSPF.
Ocob6ennoctu OSPF nns ogHoOlt M Heckonbkux oOnactedl. MaructpaiabHas 007acTh.
WNukancynauus cooduennit OSPF. Tunel makeroB OSPF: naker npuserctsus (hello), maker
omucanus 6a3pl nanHeix (DBD), maker 3ampoca coctosHus kaHana (LSR), maker
oOHoBieHus coctosiHus kaHana (LSU). maker noarBepxkaeHust cocrosinus kaHana (LSAck).
O6HoBneHUs: cocTossiHus KaHama. PaGoume cocrosHuss OSPF. Breinenennsiii (DR) u
pe3epBHBINA BbieneHHbIH MapuipyTtu3aTtop (BDR). Cunxponuzamms 6a3 ganaeix OSPF.
Hactpoiika OSPFv2 1 onnoit oOmactu. PexxuM koHurypauuu wuIeHTH(UKATOPHI
Mapmipytuszaropa. Mcnonp3oBanune wuHTepdeiica loopback. Bxmouenme OSPF  Ha
untepgeiicax. Illabnonnas wmacka. Komanga «network». HacTpoiika maccHBHBIX
unrepgeiicoB. dopmymna pacu€éra merpuku croumoctd OSPF. Hacrtpoiika 3nHadeHmit
NponycKHOM cnocoOHocTH wuHTepdeiica. IIpoBepka coceqHMX YCTPOMCTB, HACTPOEK
MPOTOKOJIa, AaHHBIX Tporecca u npyrux xapaktepuctuk OSPF. CpaBnenme OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tommonorust cetu OSPFv3. Hactpoiika unentuduxaropa
mapmipyruszaropa OSPFv3. Bxmouenne OSPFv3 na unTepdeiicax.

Cnucku kontpoJs nocryna (ACL)
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Crucku xkouTposs poctymna (ACL). Ipuanun padorsr ACLcnuckoB. Tunbr ACL-cniuckoB
Cisco mns IPv4. [TpucBanBanue HomepoB 1 UMEH ACL-crinckam. Pacuér mabioHHOM Macku
B ACL-cniuckax. Pekomenaanuu no cozmpanuto u pazmeniennto ACL-criuckoB. Pa3menenne
cranzapTHblx M pacmupeHHblx ACL-cnmckoB. Hactpoiika crangaptHoro ACL-cnucka.
[Ipumenenne crangaptaeix ACL-criuckoB Ha wuHTep(deiicax. Kommentapum k ACL-
cinuckaM. IIpoBepka u pegakTupoBaHue crannapTHbIX HymepoBaHHbIX ACLcnuckos. ACL-
cratuctuka. 3ammra noproB VTY ¢ nomompto crangaptHoro ACL-cnucka [Pv4.
CrpykTypa u Hactpoiika pacmupeHHbix ACL-ciimckoB st [IPv4. @unbrpanus tpaduka c
WCII0Ib30BaHUEM paciupeHHbIX ACL-CrucKoB.

IMouck wm ycrtpanenue Hemomagok ACL-cnmckoB. Pacmpoctpanénnsie ommbkun ACL-
cnuckoB. CpaBHenue ACL-cnuckoB mis IPv4 u IPv6. Hactpoiika u npoepka ACL-
cniuckoB nyist [Pvo.

10

IIporoxoa DHCP

[Iporokon DHCP. DHCPv4: 06a3oBas omepamnusi, ¢GopMaT COOOIICHUN, COOOIICHUs
oOHapyxeHus 1 npeoxenus. Hactpolika, npoBepka u petpancisius npoctoro DHCPv4-
cepBepa. Hacrtpoitka wmapmpyruzaropa B kadectBe DHCPv4-knuenta. Hactpoiika
Mmapuipytuzaropa kiacca SOHO. Ilouck u  ycTpaHeHHe HENOJNIQAOK B paboTe
mapmpytuzaropa DHCPv4. Tlporokon DHCPv6. ABTomaTnueckas HacTpolika ajgpeca 6e3
orcnexuBanus coctosHus (SLAAC). ITpunnun pa6orst SLAAC ¢ DHCPv6. DHCPvV6 ¢ u
6e3 orciexuBaHus coctosHusd. IIpoueccet DHCPv6. Hacrtpoiika mapupyTtuzaTtopa B
kauectBe DHCPv6-cepepa m DHCPv6-knuenta. [louck m ycTpaHeHHE HENONAJOK B
pabore DHCPv6.

11

IIpeoOpa3oBanue cereBbix agpecos IPv4

[IpeoOpa3zoBanue cetreBbix aapecoB [Pv4. KonuenrtyanbHoe mnpeoOpa3oBaHHE CETEBBIX
anpecoB (NAT). Tepmunonorus u npuHuuisl padotsl NAT. [IpocTpancTBo yacTHbIX [Pv4-
anpecoB. Crartuyeckoe W JMHaMUYeckoe IpeoOpazoBaHue cereBbiX aapecoB (NAT).
IIpeobpazoBanue anpecoB moptoB (PAT). CpaBuenue NAT u PAT. IlpeumymiectBa u
Hegoctatku NAT. Anamu3 cratudyeckoro mnpeoOpasoBanus NAT. Ilpuniun paboTsl
muHamuaeckoro NAT Hactpoitka u npoepka NAT, PAT. Ilepeaapecanuss mnopTos.
Hacrpoiika NAT u nporokona IPv6.

ITouck n yctpanenue Henonaaok B padbore NAT.

B ToM 4nciie NpaKTHYECKHUX 3aHATHH

1 | Hacrpoiika koMMyTaropa:

* ba3oBas HacTpoliKa KOMMYTaTOpa;

* Hacrpoiika napameTpoB 6€301MacHOCTH KOMMYTaTOPA.
2 | Hacrpoiika 6€30macHOCTH KOMMYTaTOpa:

» Hactpoiika nporokona SSH;

32
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* Hacrpoiika pynakuuu Switch Port Security;
* [lowuck n ycTpaHeHHE HETIONA0K B CHCTeMe 0€301TaCHOCTH TIOPTOB KOMMYTAaTOPa;
OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

3 | Kondwurypanus cereit VLAN:
* Koudwurypanus cereit VLAN u TpaHKOBBIX KaHAJIOB;
* Ilouck u ycTpaHeHue Hemonaaok B KoHpurypauuu VLAN;
* Peammsanus cucremsl Oe3onacHoctu cetd VLAN;
*  Peanmmzanus cereidi VLAN 1151 cerMeHTAIMU CeTe MpeAnpUsATHIA MAJIOTO U CPEIHETO
OusHeca.
4 | HacTpoiika mapiipyTusaTopa:
* Hcnonb3oBaHue KOMaHbI traceroute i1 0OHApY>KEHUs CETH;
¢ JIOKyMEHTHpPOBaHHUE CETH;
* Hacrpoiika unrepdeiico IPv4 u IPv6;
* Hacrpoiika u mpoBepka HeOOJIBIION CeTH;
HccnegoBanue MapuipyToB € NPSMBIM NOAKIOYEHUEM.
5 | HacTpolika MapuipyTH3anuu:
¢ CocraBneHnue cxemsl ceTu MHTepHET;
* Hactpoiika 0a30BBIX TapaMETPOB MapIIPyTU3ATOPa C MOMOIIBIO0 HHTEp(erica
koManaHou ctpoku (CLI) cucrems! Cisco 10S;
* Hactpoiika 6a30BBIX TapamMeTpoB MapiipyTusaropa ¢ nomoristo CCP.
6 MapmpyTI/BauH;{ mexny VLAN:
Hacrpoiika mapmipytuzanuu mexay VLAN mis kaxaoro uarepgeiica;
* Hacrpoiika Mmapmpytuszauuu Mexay VLAN Ha ocHoBe crannapta 802.1Q u TpaHKOBOTO
KaHaua,
* Ilouck u ycTpaHeHHE HENOJAA0K B MaplIpyTu3auuu Mexay ceramu VLAN.
7 | Hacrpolika CTaTH4ECKON MapLIPyTH3aLUU:
* Hacrpoiika cratnyeckux Mapupytos [Pv4/IPv6 o ymonyanuio;
* Pazpabotka u peanuzamnus cxemsl aapecaruu [Pv4 ¢ ucnonszoBanuem VLSM;
e Pacuér cymmapHbix MapuipytoB IPv4 u IPv6;
* [louck u ycTpaHeHHe HEMOJIAIOK cTaThYecKuX mapumpyTtoB [IPv4 u [Pv6.
8 | Hactpolika TnHaMH4YE€CKOW MapHIIpyTHU3aLUK:
. HccnenoBanne CXOIMMOCTH,
. CpaBHeHHE METO0B BbIOOpa MyTH B poTokonax RIP.
9 | Hactporika nporokonos RIPv2 u RIPng.
10 | Hactpoiika npotokonoB OSPF:

* Hacrpoiika 6a3zoBoro nporokona OSPFv2 nns ogHoli obnacTw;
* bazoBas HacTpoiika nporokona OSPFv3 nns ool obnacty.
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11

N3ydyenne MmexaH3MOB pabOTHI CO CIIUCKaMH KOHTPOJIS IOCTYIA!

* Harmsannoe npencraBnenue padorst ACL-crucka;

* Hacrpoiika ctangaptabix ACL-CIUCKOB;

* Hacrpoiika crannapTHeix iMeHOBaHHBIX ACL-ciickoB;

» Hacrpoiika ACL-cniucka juist muauid VTY

* Hactpoiika pacuupennbsix ACL-cMCKOB AJis pa3IMYHBIX CLIEHAPUEB;
» Tlowuck u ycrpanenue Hernonanaok B padbore ACL-criuckos;

* Hacrpoiika ACL-cniuckoB IPv6;

*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

12

Hactpoiika ACL-cniuckoB:

* Hactpoiika u npoBepka cranaapTHbIXx ACL-CIHUCKOB;

* Hacrpoiika u npoBepka orpannuenuii VTY;

* Hactpoiika u npoBepka pacmnpeHHbIx ACL-cruckos;

* Ilouck u ycTpaHeHue HENoJaA0K B HacTpoiike u pazmenieHun ACL-
CIIMCKOB;

* Hactpoiika u npoBepka ACL-cnuckoB st [Pv6.

13

N3yuenne nporokxosos DHCP:

* ba3osas nactpoiika DHCPv4 na mapuipyru3zarope;

¢ basosas nactpoiika DHCPv4 Ha kommyTaTope;

* Tlowuck u ycrpanenue Henonaaok B padore DHCPv4;

* Hacrpoiika cepsepa DHCPv6 6e3 oTcnexuBaHusl COCTOSIHUSI U C OTCICKUBAaHUEM
COCTOSIHMS;

* Tlowuck u ycrpanenue Henonanok B pabore DHCPv6.

14

N3yuenne nporokxosa DHCP:
» Hacrpoiika npotokosa DHCP ¢ nomomisto komanj Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

15

[IpeoOpa3oBaHue CETEBBIX aIPECOB:

»  H3zyuenue npunuuna padotst NAT;

» Hacrpoiika ctatndeckoro u nuHamuyeckoro NAT;

* Peanuzanus craruueckoro u quHamuyeckoro NAT;

» Hactpoiika nepeaapecariuu mopToB Ha Mapmpytu3atope Linksys;
+ IIpoBepka, MOKCK U YCTpaHEHUE HETONaI0K KoHpurypauuii NAT;
*  OtpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

16

Nzyuenne padotel ¢ NAT u PAT:

* Hactpoiika nuHamudeckoro u craruaeckoro NAT;

* Hacrpoiika NAT-nyna ¢ neperpyskoii u PAT;

* [lowck u ycrpaneHnue Henonaaok koHburyparuii NAT.
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CamocTrosiTeibHasi paboTa CTYAeHTOB: 4
. CucremaTndeckast mpopaboTka KOHCIIEKTOB 3aHATHH, YIeOHOH U CIICITHAIBHON TEXHUUYECKOMN JIUTEPATyPHI.
. KoncnexrupoBanue tekcra, paboTa co cI0BapsiMH M CIIPAaBOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMH JJOKYMEHTaMH, y4eOHO-
UCCIIeIOBaTENbCKas paboTa MpU caMOM IIUPOKOM HUCIoIb30BaHuu HTepHeTa u Apyrux IT-TexHomorui.
3. IIpoexTtHbie (hopMBI pabOTHI, MOATOTOBKA COOOIIEHHA K BEICTYIUIEHHIO HA CEMUHApax W KOH(GEPEHIUIX; MOATOTOBKA pedepaToB, TOKIaI0B.
[ToaroToBKa K MPaKTHYECKUM 3aHATHSIM C UCTIOIB30BAaHHEM METOIMIECKIX PEKOMEHIAINI penoaBaTens, ohopMIeHHe TPAKTHIECKHUX padoT,
OTY€TOB W TIOJrOTOBKA K HX 3aIUTE.

[\

Kouncyastranus no M/IK.01.01 KomnbroTepHblie ceTu 4
Ipomexytounas arrecrauus no M/IK.01.01 Komnsiotepusie ceTn 6
M/K.01.02 Opranu3anys, NPUHIUNBI IOCTPOEHUS U (PYHKIIHOHUPOBAHUS KOMNBIOTEPHBIX ceTeil 272
Pa3znen 2. Opranu3anusi, NPUHIMIBI NOCTPOEHUS U (PYHKIMOHMPOBAHUS KOMIIbIOTEPHBIX ceTel 254
Tema 2.1. Mapupyrusauus u | Coaepxanue 106
KOMMYTAalus. 1 | BBenenue B MaciTa0MpoBaHue ceTel
MacmirabupoBanme cerei Peanuzarus npoekta cetn. [IpoekT nepapxuueckoit cetu. Pacimmpenne cetn. Beioop
ceTeBbIX ycTporcTB. KommyTtannonnoe obopynoBanue. Mapuipytu3aTopbl. Y IpaBIisitonme
YCTPOMCTBA.

2 | M36bITOuHOCTE LAN

[TonsTus mporokona spanning-tree. [Ipennasnauenue nporokosna spanning-tree. [TpuHnmn
pabotsl STP. Tumnsl mpotokonoB STP. Hactpoiika nporokona STP. Hactpoiika PVST+.
Hactpoiika Rapid PVST+. [Ipo0Gaems! HacTpoiiku STP.

3 | ArpernpoBaHue KaHAJI0B

OcHOBHbIE IOHATHSA arperupoBaHUs KaHAIOB. ArperupoBanue kaHanos. [IpuHImn paboTsl
EtherChannel. Hactpoiika arperupoBanus kananos. Hactpoiika EtherChannel. IIpoBepka,
MOMCK M yCTpaHeHue Henona ok B pabore EtherChannel

4 | BecipoBoaHbIe JOKAJIbHbIE CETH

Konuenmun 0ecripoBoHol cBsizu. BBenenue B OecripoBoHYIO cBs3b. KOMIIOHEHTHI ceTeit
WLAN. Tomnonoruu cereit WLAN 802.11. ITpuniuns! paboTsl 6ecpoBOIHON JIOKAIBHON
cetu. Ctpykrypa kazapa 802.11. dyHKImoHUpOBaHNE OECITPOBOIHOM CBS3U. YTIPABIICHHE
KaHanaMu. be3onacHOCTh OeCIpOBOAHBIX JTOKAIBbHBIX ceTel. YTpo3sl s cereit WLAN.
Ob6ecneuenne 6ezonacHoctd WLAN. Hactpoiika OecripoBOAHBIX JIOKAIbHBIX CETEH.
Hacrpoiika 6ecripoBoiHOr0 Mapuipytusaropa. Hactpoiika 6ecripoBoiHbIX KinneHTOB. [Tonck
U yCTpaHEeHHEe HenoJiafok B pabote cereid WLAN.




Hacrpoiika u ycrpaHeHue HenoJiaaok B padore OSPF nuist onHoi o01actu
Pacmmpennsie napamerpsl npotokosnia OSPF st onHoii o6macti. MapiipyTu3zamnus Ha
ypoBHsX pactpeneneHus u sapa. OSPF B ceTsiX ¢ MHOKECTBEHHBIM TIOCTYIIOM.
Pacnpoctpanenue mapuipyra mo ymonyanuio. Toynas HacTpoiika uatepdeiicoB OSPF.
3amurta OSPF. YcTpanenue Henonanok peanmzaruu nporokona OSPF mis onHoi obmacTy.
Cocrapnsromue mporeaypsl IOUCKa U yCTpaHeHHsI Herona ok B pabore OSPF mist ogroM
obnactu. [Touck u ycrpanenue Henoaaaok B mapupytuzanuu OSPFv2 mist ogHoi o6nacTy.
Iouck n ycrpanenue Henonagok B OSPFv3 nns oxgnoitl obnactu

OSPF nis HecKoJLKHUX 00J1acTeil

[Mpunanmn padoter OSPF mist Heckonbkux obnacteit. Haznauenue OSPF aiis HeckombKux
obnacreit. [Tpuaiun padots! maketoB LSA B OSPF mis Heckonbkux oOmacreid. Tabnuma
Mapuipyruzauuu u tinsl MmapupytoB OSPF. Hacrpoiika OSPF nis Heckosbkux oOnacTei.
Hactpoiika OSPF mist Heckonbkux obnacteit. O6bpenunenue mapuipytoB OSPF. [Iposepka
OSPF n1s HECKONIBKUX 00JIaCTEH.

B TOM umciIe npakTHYeCKHE 3aHATHUS 16
1 | Pa3BepThiBaHHE KOMMYTHPYEMOM CETU C PE3EPBHBIMU KaHAJIaMU
2 | Hactpoiika Rapid PVST+, PortFast u BPDU Guard
3 | Hacrpoiika nporokona GLBP
4 | Onpenenenue TUNOBBIX oMOOK KoHpuryparuu STP
5 | Hacrpoiika EtherChannel
6 | Ilouck u ycrpanenue Henosnaaok B padote EtherChannel
7 | ArperupoBaHue KaHaJIOB
8 | HacTpoiika 6ecripoBoJHOTO MapIIpyTHU3aTOpa U KIUEHTA
9 | Hacrpoiika 6a3zoBoro nporokona OSPFv2 nns ogHoii obnacTtu
10 | Hactpoiika OSPFv2 B ceTn MHOXECTBEHHOTO AOCTyNa
11 | Hacrpoiika pacminpenssix @ynkuuii OSPFv2
12 | ITouck u ycTpaHeHHEe HENona oK B pabore ocHOBHBIX IPpoToKosIoB OSPFv2 nu OSPFvV3 s
0JIHOM 0bs1acTu
13 | ITouck u ycTpaHeHHEe HETONaI0K B paboTe ycoBepIIeHCTBOBaHHOTO poTokona OSPFv2 s
0JIHOM 06s1acTu
14 | Bnaynenne HaBbIKaMM IOMCKA M YCTpaHEeHuUs Henosagok B pabore OSPF
15 | Hactpoiika OSPFv2, OSPFv3 st HeCKOJIBKUX o0acTeit
17 | Ilouck u ycrpanenue Henonaaok B padore OSPFv2 u OSPFv3 mist Heckonbkux o0macteit
Tema 2.2. Coenunenue cereii. | Coaep:kanme 118
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[HoakroueHue K ri100aabHON ceTH

O0630p TexHosorui rinodanpHOM cetu. Llenb co3panus rinodanbHbIX ceTel. [IpuHimn paboTe
ro0anbHOM ceTn. BriOop TexHooruu riaodanbHoi cetr. CepBUCHI II100aTbHOM CETH.
WudpacTpyKTypsl 4aCTHBIX TTI00ANBHBIX ceTeil. UHppacTpykTypa 0011e10CcTymHOM
100anbHOM ceTu. BrIOOp cepBHCOB TIIOOAIBHON CETH.

CoeguHeHHe «TOYKA-TOYKA»

0O0630p nmocnen0BaTENbHOIO COETUHEHUS «TOUKa-TOUKa». CBA3b MO MOCIEA0BATEILHOMY
kanany. Mukancynsauus HDLC. Ilpunuun padots! npotokona PPP. Ilpenmyiiectsa
npotokona PPP. LCP u NCP. Ceancsl PPP. Hactpoiika npotokona PPP. Hactpoiika
nporokosia PPP. Ayrentudukanust PPP. Otnaaka coequaenniit WAN. Otnanka PPP.

PemieHusi LIMPOKOMOJIOCHOIO JOCTYIIA

Vnanéunas padorta. [Ipenmymiectsa ynanénnoi padbotel. buznec-rpeboBanust 1is
ynain€HHbIX paboTHUKOB. CpaBHEHHE pelleHni mupokomnonocHoro qocrymna. Kadens. DSL.
BecripoBoiHbIE MIMPOKONOIOCHBIE CeTU. BpIOOp pelieHuil upOoKOI0IOCHOIO JOCTYIIA.
Hactpoiika nonkmouenuit xXDSL. O630p PPPoE. Hactpoiika PPPoE.

3ammTa MexKPUINATbLHOH CBA3M

Cetn VPN. Ocnosbsl ceteit VPN. Tumns! cereit VPN. Tynnenu GRE mexny o6bekramu.
Ocnosbsl GRE. Hactpoiika tynneneit GRE. O6mue csenenus o0 [Psec. 3amura nporokosna
IP. Ctpykrypa nportokona IPsec. ¥ nanénnsiii nocryn. Pemenus VPN nns ynan€éssoro
nocrymna. Cetu VPN ynan€nnoro gocryna c ucrnioiib3oBanuem IPsec.

MounnTtopunr Cern

Syslog. Ipunnmn padotsr Syslog. Hactpoiika Syslog. SNMP. [Tpunnun pabotsr SNMP.
Hactpoiika SNMP. NetFlow. ITpuniun padotsr NetFlow. Hactpoiika NetFlow. [Iposepka
Mozelnel Tpaduka.

Otaagka ceTn

[Touck u ycTpaHeHHe HEMOMAI0K C UCTIOIb30BaHUEM CUCTEMHOTO To1x0/1a. JlokymeHTarus
o cetu. [Iponenypa noricka u ycrpaHeHus: Hemoiaa0K. M3omsimust mpoOiaeMbl ¢ MOMOIIBIO
MHOTOYPOBHEBBIX Mozenei. Otnaaka cetu. CpescTBa MOMCKA U YCTPAHESHUSI HETIOJIA IOK.
CUMIOTOMBI M TPUYUHBI OTIAJKU ceTU. [louck U ycTpaHeHne HenonagokK cBs3H B ceTsx [P.

B Tom uncie NMPAKTUYCCKUE 3AHATUSA

Hacrpoiika, otnaaka, mpoepka 6azoBoro PPP ¢ ayrentuduxanueit

Hactpoiika mapurpyrusaropa B kauectBe knueHTa PPPoE nns nogkmouennst DSL

Hacrpoiika Tynrenss VPN GRE no cxeme «rodka-Touka

PazpaboTtka TexHndeckoro oocnyxuanus cetu. COoi B paboTe ceTH

Hacrpoiika Syslog u NTP

NN | W

N3ydenne mporpaMMHOTO OOECTIeUeHUs A1 MOHUTOPHUHTA CETU

16
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.3

7 | Hactpoitka SNMP

8 | Coop u ananu3 nanubix NetFlow
9 | UHcTtpyMeHnTapuii ceTeBOro afiMUHUCTpATOpa AJis HaOJI0IeHUs
Kypcosoii npoexkt 30
CamocTrosiTeibHasi paboTa CTyAeHTOB:
1. CucremaTtnueckas mpopaboTKa KOHCIIEKTOB 3aHATHH, yUeOHOU U CrIeHaIbHON TEXHUUECKON JINTEPaTypHl.
2. KoHcnekTupoBaHue TEKCTa, paboTa co CIOBapsIMU M CHPAaBOYHUKAMHU, 03HAKOMJICHHE ¢ HOPMAaTUBHBIMH JOKYMEHTaMH, y4e€OHO-
ucclie1oBaTeNnbeKas paboTa Ipy caMoOM IIUPOKOM UcToNb3oBaHul HTepHeTa u Apyrux IT-TexHomorui. 6
3. IlpoekTHbIe POPMBI PabOTHI, MOATOTOBKA COOOIIEHUH K BHICTYIUICHUIO Ha CEeMUHapaxX U KOHPEPeHLUIX; MOAr0TOBKa pedepaToB, JOKIa0B.
4. TloaroToBka K MPaKTUYECKUM 3aHITUSAM C UCIIOJIb30BAHUEM METOAMYECKUX PEKOMEHIALMH IperoaaBaTes, 0popMIICHUE IPAKTUIECKUX
paboT, OTYETOB M MOATOTOBKA K MX 3aLIHTE.
Koncyabtammsa no M/IK.01.02 Opraam3anusi, (pMHIMIBI HOCTPOEHUS M (PYHKIMOHUPOBAHNS KOMIILIOTEPHBIX ceTeil 4
IIpomexxyrounas arrectanus mo M/IK.01.02 Opranuzanusi, IpUHIHNGI TOCTPOeHUs U (PYHKIHOHUPOBAHUS KOMIBIOTEPHBIX ceTeil 8
Y4yeOHasa npakTuka
Buasbl pador:
1. yyacTue B IPOEKTHPOBAHUH CETEBOU HH()PACTPYKTYPBI;
2. y4acTue B OpraHusanu CET€BOro aiMMHUCTPUPOBAHUS, 108
3. aKcruryaranus 00beKTOB CETEBOM MHPPACTPYKTYPH;
4. y4acTueC B yIpaBJICHUHU CETECBbIMU CEPBUCAMU;
5. y4acTue B MOJIEPHU3AIINH CETEBOM MH(YPACTPYKTYPBL
IIponsBoacTBeHHasi NPAKTHKA (110 NPOQHIIIO CIENUATbHOCTH)
Ilepeyens pador:
1. yuacrue B pa3paboTKe METOJIOB, CPEJCTB M TEXHOJIOTHI IIPUMEHEHUsI 00bEKTOB MPO(ECCHOHANIBHOI e TebHOCTH; 180
2. npoBejeHUE NpodUITaKTHYECKUX PadOT Ha 00BEKTaX CETeBOI MHPPACTPYKTYPHI  PadOUNX CTAHIIUAX;
3. yyacTue B MHBEHTapU3allM1 TEXHUYECKHX CPEACTB CETeBOH HH(PACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS IOCTYNHUBILET0 U3 PEMOHTa 000pY/IOBaHHSI.
Jk3aMeH (KBaJIU(PUKATMOHHbIN) 6
Bcero 826
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4. YCJO0OBUSA PEAVINBALINU TPOPECCUOHAJBHOI'O MOAYJIA

4.1. MarepuajbHO-TEXHUYECKOE 00ecreyeHue

Peanuzanuu padoyeit mporpamMmbl mpohecCuoHaATBHOTO MOIYJISI JOJIKHBI ObITh
MPEAYCMOTPEHBI CIEYIONIUE CIIEIUaIbHbIE TOMEIECHUS:

Jlabopatopusi «Opeanusayuu u HNPUHYUNOE NOCMPOEHUS KOMNbIOMEPHLIX
cucmemy, OCHAIICHHAs OOOPYJAOBaHUEM: CHeYUATU3UPOBAHHASL Y4eOHAsl Mebeib:
yueHuueckue cmoavl - 10 wm., komnvromepuvie cmoavt - 19 wm., cmynvsa -30 wm.,
npenodagamenvckuti cmon - lwm., KoHOuyuoumep - 1 wm., Kaacchas 0ocKa
(mapkepuas) - 1 wm. Texnuueckue cpedcmea ob6yueHus: KomMnvromepHoe mecmo - 19
wm., Cmouxka meneKoMMyHuKayuounas — 2 wm., kommymamop CiscoWS-C2960-
24TT-L - 8 wm., mapwpymuzamop Cisco 2911R — 8 wm., kommymamop WS-
C3750V2-24TS-S — 2 wm., cepsep - 2 wm., UBII-2wum., obopyoosanue o0ns
MOHMAMCA U HANAOKU KOMNBLIOMEPHOU Ccemu — KOMWIeKm, NpOocPAMMHOe
obecneyenue: onepayuounvie cucmemvt Windows, UNIX, naxem ogucnbix
NPOCPAMM, TUYEHIUOHHbBLE NPOSPAMMbBI AOMUHUCPUPOBAHUS cemell U 0becneyeHus
ee 6ezonacnocmu, nakem CAIIP, IP meneghonvl -15 wm., npoepammuo-annapammoie
wno3sl Oezonachocmu - 4 wm., npoekmop, nookuodenue Kk cemu HumepHem.
YuebHno-naenaouvie nocobus: cmenovl — 4 wm., npezenmayuu, 31eKMPOHHbIU KYpPC
JleKyuti no  OUCYUNIUHAM, HOPMAMUBHO-CNPABOUHblE Mamepualvl U y4yeOHO-
MemooudecKas iumepamypa.

Cryaus «lIpoekmupoeanus u ouzaiina cemegvlx ApXumexkmyp U UHHCEHEePHOLUL
epaghuku», OCHaAIICHHasE 00OPYIOBaHUEM: CHeYUAIUSUPOBAHHASL Y4UeOHasi Mebenb:
yueHuueckue cmoavl - 12 wm., cmynvs - 40 wm., komnvlomepHvle cmoavl - 8 wm.,
npenodagamenvckuti cmon - lwm.,  kiacchas O0ocka (mapkepnas) - 1 wm.
Texnuueckue cpeocmea o00OyueHus: KoMnvlomepHoe mecmo - 15 wm., mapkepHas
oocka, ogucubil monvbepm (paunuapm) - lwm., yeemnou npuumep A3- lwm.,
npoexmop- lwm., unmepakxmuguas oocka- lwm.,,nooknouenue k cemu HMumepnem.
YuyebHno-naenaouvie nocobus: cmeHOvl -5 wm, npezeHmayuu, HOPMAMUBHO-
CHpagounble MAmMepuanbl U y4eOHo-Memooudeckas tumepamypa.

Macrepckue MOHTaka M HACTPONMKH OOBEKTOB CETEBOM HHGPACTPYKTYpHI,
OCHAlICHHbIE 000PYAOBAHUEM: CHEYUANUSUPOBAHHAS YUEOHAs MeDeNb: YUeHUYecKue
cmonvl - 6 wm., Kommnvlomepuwvle cmoavl - 14 wm., cmyaea -28 wm.,
npenodagamenvckuti cmon - lwm., KlaccHas oocka (mapkepuas) - 1 wm.
Texnuueckue cpeocmea obyuenus: KomnvlomepHoe mecmo — 12 wm., npunmep — 1
wm., Kommymamop - 5 wm., mapwpymuzamop — I wm., cmouxa
meneKoMMyHuKayuonHas - lum, o06opyoosanue Os1 MOHMAMCA U HANAOKU
KOMNbIOMEPHOU cemu — KOMNAEeKM, NpocpamMmHoe obecneyeHue: ONEpayUuOHHble
cucmemvt  Windows, UNIX, naxem  oguchvix npocpamm,  npocpammol
aoMuHucmpuposanus. cemeil u obecneuenus ee Oezonachocmu, naxem CAIIP,
npoexmop, nooknouenue Kk cemu Mumepuem. YuebHno - naznsionvie nocoous: cmeHobl
memamuveckue- 3 WM., HOPMAMUBHO-CHNPABOUHbIE Mamepuaibl U  y4eOHO-
Memooudeckas aumepamypa.

[Tomemienue Uit CaMOCTOSITENIBHOM DPAaOOTHI: cneyuanuzuposanHas ydeonas
Mebenb: yueHuyecKue cmovl - 0gyxmecmusle -12 wm., cmonvl KomMnvlomepHvle - 6
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wm., cmyavsa - 30 wm. Texnuueckue cpeocmea 0Oyuenus: KOMNbIomep ¢ 8biIX000M 8
Hnmepuem - 6 wm. Yuebno-nacnsionvie nocoous: cmenovl memamuyeckue — 2 uim.,
Xyo0oodicecmeennvle Kapmuuovl - Swim, HOPMAMUBHO-CHPABOUHbIE MAMEPUalbl U
YuebHO-MemoouyecKas aumepamypad.

[Tomemenne UIsI CaMOCTOSITEIBHON DPaOOTHI: creyuanu3zuposanHas yueoHas
Mmebenv: pabouee mecmo npenooasameisi, 000py008anHoe Komnviomepom — I wm.,
yueHuyeckue cmoivl - 08yxmecmmuvie — 8 wim., Cmovl KomMnviomepHvle — 12 wm.,
cmyavs — 29 wm. Texuuueckue cpeocmea o00yYeHUs: KOMNbIOMEP C 6bIXOOOM 8
Unmepnem - 12 wm., MynomumeOutinslii npOeKmop cmayuoHapHulti — I wm., 5Kpan
npoexkyuorHvlti — 1 wm., npunmep — I wm. Yuebno-naznaonvlie nocoous: cmeHobl
memamudeckue — 6 wm.

4.2. Uudopmanuonnoe odoecrnedeHue 00ydeHus

Jist  peanuzanuu  mporpamMmbl - OuOnmoteuHblii  (GoHJ  00pazoBaTeNbHON
OpraHu3allid  YKOMIUIEKTOBAaH  MEYATHBIMU U (un) AIIEKTPOHHBIMU
oOpa3oBaTeIbHBIMU U WHGOPMAIIMOHHBIMU PECypcaMH, PEKOMEHOBAHHBIMHU JJIs
UCIIOJIb30BaHUs B 00pa30BaTEIbHOM IIPOLIECCE.

OcHoBHas ydyeOHas TuTeparypa:

1. Hubpos, M. B. KomnproTepHble Cc€TH M TEJIEKOMMYHUKAIUU.
Mapmpytuzanus B [P-cetsix B 2 4. YacTh 1 : y4eOHUK U MPAKTUKYM JJISI CPETHETO
npodeccuoHanbHoro odpaszosanusi / M. B. JIubpo. — MockBa : N3agaTenscTBO
FOpaiit, 2022. — 333 ¢. — (IIpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-
04638-0. — Texkct : anexTpoHHbIN // O6pa3zoBarenbHas miargopma KOpailT [caiit].
— URL: https://urait.ru/bcode/491456

2. Hubpos, M. B. KoMmnproTepHblE CETM M TEJIEKOMMYHUKALUU.
Mapupyruzanusa B [P-cetsix B 2 4. YacTh 2 : y4eOHUK M HNPAKTUKYM JJISI CPEIHETO
npodeccruoHanbHoro odpaszopanus / M. B. JIubpoB. — Mockpa : U3gaTenscTBO
FOpaiit, 2022. — 351 c. — (Ilpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-
04635-9. — TekcT : snexTponHbidd // OOpazoBaTenbHas miaatdopma FOpaiT [caiT].
— URL: https://urait.ru/bcode/491951

3. T'aBpunoBa, T. N. KommnbloTepHble CE€THU U TEIEKOMMYHHKAIIMOHHbBIC
cuctemsl : yuebHoe nocobue / T. U. INaBpunosa. — Hwxuuit Hosropos : BI'YBT,
2018. — 48 c¢.— TekcTt: SIEKTPOHHBIN // OBC Jlamb. — URL:
https://e.lanbook.com/book/130695

JlomoHUTENbHAS yUeOHas TUTEepaTypa:

1. borareipeB, B. A. HazaexHocTs MHPOPMAILMOHHBIX CUCTEM : y4deOHOE
nocobue s cpeaHero npodeccronanbHoro oodpaszopanus / B. A. borateipeB. —
MockBa : WMzparensctBo [Opaiit, 2022. — 318 c¢. — (IIpodeccuonanproe
obOpazoBanue). — ISBN 978-5-534-15205-0. — Tekct : D2JIEKTpOHHBIN //
Oo6pazoBatenbHas maargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/497246

2. Cetn W TEJNEKOMMYHHUKALUM : Y4YeOHHK U TPAKTHUKYM IS CPEIHEro
npodeccuonansuoro odpazoBanus / K. E. Camyiinos [u 1p.] ; mon penakmueit K. E.
Camyitnona, U. A. lllanumosa, J1. C. Kyns6oBa. — Mocksa : U3garensctBo FOpaiir,
2022. — 363 c¢. — (ITpodeccuonanshoe oopazoBanue). — [ISBN 978-5-9916-0480-2.
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— Texcr : anmextponHbIi // O6pa3oBatenpHas maatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/495353

3. CepreeB, A. H. OCHOBBI JOKaJbHBIX KOMIIBIOTEPHBIX CE€TEHl : yudeOHOoe
nocobue / A. H. Ceprees. — Cankrt-IlerepOypr : Jlanb, 2020. — 184 c. — Tekcr :
anexkTponHblit // IBC Jlans. — URL: https://e.lanbook.com/book/147339

4. CuUCTEeMHBIM aIMUHUCTPATOpP : €XKEMECSYHbIH JKypHald. - Tekcr:
HEIMOCPE/ICTBEHHBIN.

4.3. O0mue TpeOOBaHUA K OPraHU3aNMU 00Pa30BaTeJIbLHOIO Mpoecca

OcBoenue nporpaMmbl MpohecCHOHATBLHOTO MOAYJISl 0a3UpyeTcss Ha U3YYCHUHU
aucunmuine:  OIT.01  Onepaunonnsie cuctemsl U cpenbl, OIL02  Apxutektypa
anmnapaTHbIX CPEJICTB.

VYyeOHast mpakTuka (npouzgoocmeeHHass — npakmuka — (no  npoguiro
cneyuanbHocmy) TPOBOAUTCS  KOHIEHTPUPOBAHHO B  YYEOHBIX  MAaCTEPCKHUX
[leTpo3aBoackoro dunmnana, (opeanuzayusix, o0esimenbHOChb KOMOpbLX
coomeemcmayem npohunto noO20mMoBKU 00Y4aWuxcs).

Pe3ynbTaThl TMPOXOXKICHHUS TMPOU3BOACTBEHHOW TMPAKTUKU (IO MPOQHUITIO
CHEIUATBHOCTH) TI0 TPO(PECCHOHATTEHOMY MOYJIIO0 YUUTHIBAIOTCS MPU MPOBEICHUN
sK3aMeHa (KBATU(PUKAITMOHHOTO).

4.4. KaagpoBoe o0ecnieueHre 00pa3oBaTeibHOI0 nmpouecca

Peanuzanuss ~ pabGoueld  mporpaMmbl po¢eCCUOHATIBHOTO MOZYJISI
o0ecrnieunBaeTcs NeAarorndyecKuMu pabOTHUKaMU 00pa30BaTeIbHONW OpraHu3aly, a
TaK)Ke JUIaMH, MPUBJICKAEMBIMH K peanu3aluu oOpa3oBaTelbHOW MpOorpaMMbl Ha
UHBIX YCJIOBUSX, B TOM YHCJIE U3 YUCIIA PYKOBOIUTENEH U paOOTHUKOB OpraHu3aluii,
HapaBJIEHUE JESITENbHOCTH KOTOPBIX COOTBETCTBYET 00JacTU MpOQecCHOHATbHON
NEATETLHOCTH (MMEIOIUX CTaXX paboThl B JIaHHOW MpodecCHOHANTBHOM 00JacTH HE
MeHee 3 JIeT).

KBanudukauus negarorndeckux pabOTHUKOB 00pa30BaTENbHON OpraHu3aluu
OTBEYAET KBAJIU(UKAIMOHHBIM TPEeOOBAHUSIM, YKAa3aHHBIM B KBAJIU(PUKAIMOHHBIX
CIpaBOYHHUKAX U (WIH) MPOPECCUOHANIBHBIX CTaHJApTax (npu Haiuyuu).

[lenarornueckue pabOTHUKH, MPUBJIEKAEMbIE K peann3alnu 00pa3oBaTebHON
pPOrpamMMbl, MOIYYalOT JOMOJHUTENbHOE MpPOodEecCHOHANIbHOE O00pa3oBaHUE IO
nporpaMmaM MOBBIIIEHUSI KBaIM(HUKALMK, B TOM 4ucie B QopMe CTaXHUPOBKH, B
OpraHu3alMsIX, HampaBiIeHHE JESITEIbHOCTH KOTOPBIX COOTBETCTBYET O00JIacTH
npoecCHOHANBHON JeATENbHOCTH HE pexke 1 paza B 3 rofa ¢ yueToM pacHIMpeHUs
CHEeKTpa Mpo(hecCHOHATBHBIX KOMIIETEHLIUH.
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5. KOHTPOJIb U OLIEHKA PE3YJILTATOB OCBOEHMS
MPO®ECCUOHAJIBLHOTO MOAYJISI (BUJIA JESTEJBHOCTH)

Kon 1 nanmeHoBanne
npoecCHOHABHBIX U
00IIMX KOMITCTEHIIHH,
(bopMHpyEMBIX B paMKax
MOYJIst

Kpurepuu onenku

MeTtonan! oneHkn

[IK 1.1. BeinonHaTh
IPOEKTHPOBaHNE KaOeIbHON
CTPYKTYPBI KOMIIBIOTEPHOMI
CETH.

OrneHKa «OTJINYHOY - TEXHHYECKOE
3aJlaHue MPOaHaATM3UPOBAHO,
IrOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJJaHuI0 U ohopmiieH
B COOTBETCTBUU CO CTaHIapTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OreHKa «XOPOII0» -AITOPUTM
paspabortan, 0ohOpMIICH B
COOTBETCTBHUH CO CTAHJIAPTAMH U
COOTBETCTBYET 33JJaHUIO, TTOSICHEHBI
€r0 OCHOBHBIC CTPYKTYPHI.

OrneHka «y/10BJIETBOPUTEIBLHO) -
ITOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

DKk3aMeH B Gopme
co0ece0BaHUs:
IPaKTUYECKOE 3a1aHHe 10
HOCTPOCHUIO AJITOPUTMA B
COOTBCTCTBUH C
TEXHUYECKHUM 3a]JaHUEeM

3armra OT4ETOB 110
PAKTUYECKUM padoTam

I1K 1. 2. OcymecTBasTh
BBIOOP TEXHOJIOTHUH,
WHCTPYMCHTAIBLHBIX CPEICTB
U CPEJICTB BBIYHCIUTEIBHON
TEXHHUKH TIPU OPTaHU3AIHH
mpolecca pa3paboTKu 1
MCCJIeI0BaHUS OOBEKTOB
npodeccuoHaNbHOM
JESITCIIbHOCTH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHle IPOaHAJIU3UPOBAHO,
ITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/1aHUI0 U 0(OpMIIEH
B COOTBETCTBHUH CO CTaHJIapTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OneHka «Xopoo» -aIropuTM
pa3paboraH, 0pOpMIIEH B
COOTBETCTBHUH CO CTAaHAAPTAMH U
COOTBETCTBYET 3a/1aHUIO, TOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJ1eTBOPUTEIbHO)Y -
QJITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3aMeH B popMme
cobecetoBaHus:
NPaKTHYECKOE 3aJaHUE T10
HOCTPOCHHIO AITOPUTMA B
COOTBETCTBUH C
TEXHUYECKUM 3aJ]aHUEM

3armra OT4ETOB 10
MPaKTHYECKUM paboTam

IIK 1. 3. O0ecrnieunBath
3amuUTy HHGOPMAIIUU B CETH
C UCIIOJIb30BaHUEM
MPOrpaMMHO-aIaPATHBIX
CPEJICTB.

O1eHKa «OTJIIMYHOY - TEXHUYECKOE
3aJjaHle IPOaHaJIU3UPOBAHO,
ITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/1aHUI0 U 0(OopMIIeH
B COOTBETCTBHUH CO CTaH/IapPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OneHka «Xopouo» -aIropuTM
pa3paboraH, 0opopMIIEH B
COOTBETCTBHUH CO CTAaHIAPTAMH U
COOTBETCTBYET 33/I1aHUIO, MOSICHEHbI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJ1E€TBOPUTEIbHO)Y -
AITOPHUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

DKk3aMeH B popme
cobeceJ0BaHMS:
NPaKTUYECKOE 3aaHuUE T10
MOCTPOCHHIO aITOPUTMA B
COOTBCTCTBUH C
TEXHUYECKUM 3aJaHHEM

3amura OTU4ETOB 110
MPAKTUIECKUM paboTam
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IIK 1. 4. [Ipuaumath
y4acTHe B MPUEMO-
CHATOYHBIX UCIIBITAHUAX
KOMITBIOTEPHBIX CETEH U
CETEeBOro0 000PYIOBaHUS
Pa3IMYHOTO YPOBHS U B
OLICHKE KauecTBa U
SKOHOMUYECKOU

3¢ peKTUBHOCTH CETEBOM
TOMOJIOTHH.

O11eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHKke IPOAHATIM3UPOBAHO,
aJITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 3aJIaHUI0 U 0POPMIICH
B COOTBETCTBHUH CO CTaHJAapTaMH,
IOSCHEHBI €T0 OCHOBHBIE CTPYKTYPHI.
O11eHKa «XOPOLI0Y -aJITOPUTM
paspaboTan, 0oOpMIICH B
COOTBETCTBHUH CO CTaHAapTaMH U
COOTBETCTBYET 3a/IaHUIO, TIOSCHCHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1ieHKa «y/I0BJIE€TBOPUTEIbHO)Y -
aITOPUTM pa3paboTaH U
COOTBETCTBYET 33JJaHUIO.

DK3aMeH B popme
cobeceq0BaHMS:
IPAKTHUYECKOE 3aJaHKE T10
MOCTPOCHHIO aITOPUTMA B
COOTBETCTBHUU C
TCXHUYCCKUM 3aJaHUECM

3aiura OT4ETOB 110
NPaKTUYECKUM paboTam

IIK 1. 5. BeImmosHATE
TpeOOBaHUSI HOPMATUBHO-
TEXHUYECKOM
JIOKYMEHTAIIUU, UMETh OTIBIT
odopMIIEHHUS POSKTHOM
JIOKYMEHTAIUH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHre IPOAHAIN3UPOBAHO,
JITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/1aHUI0 U 0(hOpMIICH
B COOTBETCTBHUH CO CTaHJIapPTaMH,
IIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBIL.
OrneHka «X0poIIo» -aIrOpPUTM
paspabortan, 0ohOpMIIECH B
COOTBETCTBHUH CO CTAHIAPTaMU H
COOTBETCTBYET 33JJaHUIO, TIOSICHEHBI
€r0 OCHOBHBIC CTPYKTYPHI.

OreHKa «y/10BJIETBOPUTEIBLHO)) -
JITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

DK3aMeH B popme
cobecenoBaHuUS:
NPaKTUYECKOE 3a/IaHUE T10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBUH C
TEXHUYCCKUM 33J[aHUEM

3amuTa 0TYETOB IO
NPaKTUYECKUM paboTam

OK 01. Beibupats criocoOsl
peleHus 3aaa4
npodecCHOHATIbLHON
NesITeIbHOCTH,
NPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTAM.

— 00OCHOBAaHHOCTb [TOCTAHOBKH
1€, BEIOOpA U IPUMEHEHUS
METO/IOB M CITIOCOOOB peIIeHUs
MpoQeCCHOHANIBHBIX 3a71a4;

- aJIeKBaTHAas OLIEHKA U CaMOOIIEHKa
3¢ (PEeKTUBHOCTH U KauecTBa
BBITIOJTHEHUS TPOPECCHOHATBHBIX
3aja4

OIT 02.0cymiecTBiATh
TIOWCK, aHAJTN3 U
UHTEpIpEeTaLNIO
uH(popMaluu, He0OX0AUMOI
JUISL BBITTOJIHEHUS 3a/1a4
npodeCCHOHATBEHON
NeSITETbHOCTH.

- ACTIOJIb30BaHUE PA3IUYHBIX
HCTOYHHKOB, BKJIKOYas 3JICKTPOHHBLIC
pecypcsl, Mmenuapecypcebl, THTepHeT-
PECyYpCHI, IEPUOTNICCKUE H3TAHHS
IO CTIEIUATBHOCTH TSl PEIICHHUS
MpoeCCHOHANIBHBIX 3a]1a4

OK 03. IlmanupoBats u
peann30BbIBaTH COOCTBEHHOE
npodeccuoHanpHOe U
JMYHOCTHOE Pa3BHUTHE.

- IEMOHCTpAIIHsI OTBETCTBEHHOCTH 32
MIPUHATBIE PELIECHUS

- 000CHOBAaHHOCTh CAMOAHAIH3a U
KOpPpEKIUs pe3yIbTaToB
COOCTBEHHOW pabOTHI;

OK 04. Paborats B
KOJIJIEKTHBE U KOMaH/E,
3¢ (HeKTUBHO

- B3aUMOJIEHCTBUE C 00YUaAIOUMUCH,
MpPEenoiaBaTesIiMi U MacTepaMu B
X0J1e 00y4eHusl, C PyKOBOJIUTEISIMU

NHTtepnperanus pe3yabpTaToB
HaOmoIeHuH 3a
JEeSITENIbHOCTBIO
o0yyaroIerocs B rporecce
OCBOCHHS 00pa30BaTeIbLHOM
MPOrPaMMBbI

DKcrepTHOE HAOIIOICHUE U
OIICHKA Ha MPAKTUYCCKUX
3aHSATUSX, IPU BBIMOJTHEHUN
paboT 1o yueOHOU u
MIPOU3BOJICTBEHHOU
MPAKTUKAM

OK3aMeH
(xBaMM(pUKANOHHBIN)
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B3aMOJICUCTBOBATE C
KOJUIETaMHU, PYKOBOACTBOM,
KIUEHTAMH.

y4eOHOM U TPOU3BOACTBEHHOM
MPAKTHK;

- 000CHOBAaHHOCTbH aHAJIN3a PabOTHI
YJICHOB KOMaH bl (1O TYMHEHHBIX )

OK 05. Ocy1iecTBisTh
YCTHYIO ¥ MTUCbMEHHYIO
KOMMYHHUKAITUIO Ha
roCyJapCTBEHHOM SI3bIKE C
y4€TOM OCOOEHHOCTEH
COIIMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTh YCTHOW ¥ TUCbMEHHOM
peun,

- SICHOCTb (POPMYJIMPOBAHHUSI U
W3JI0KECHUS MBICICH

OK 06. IlposBiarhb
TPaKIaHCKO-
NaTPUOTUYECKYIO MO3UIHIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE TTOBEJICHHUE Ha
OCHOBE TPaUIIMOHHBIX
0011IeYeII0BEYECKUX
IIEHHOCTEH, MPUMEHSTh
CTaHJAPTHI
AHTUKOPPYIMIHUOHHOTO
ITOBEJICHUS.

- cO0II0IcHUE HOPM TTOBECHUS BO
BpeMs yUEOHBIX 3aHATHIA U
MPOXOXKJICHHUS y4eOHOM 1
MPOU3BOJICTBEHHOH MTPAKTHK,

OK 07. ConericTBOBaThH
COXPAHEHHUIO OKpPYKaroLen
Cpelbl, pecypcocOepekeHHIO,
3¢ (HeKTHBHO ACHCTBOBATH B
Ype3BBIYAHBIX CUTYAILIHSX.

- 3(pPEeKTUBHOCTH BBITOTHEHUS
npasui Th Bo BpeMsl yueOHBIX
3aHATUHN, TIPU TPOXOKACHUU YIeOHOU
Y TIPOU3BOJCTBEHHOM MPAKTHK;

- 3HAHUE U UCIIOJIb30BAaHUE
pecypcocOeperaronmx TeXHOJIOTHH B
0071aCTH TE€JIeKOMMYHUKAIIUN

OK 08. Mcnonb3oBaTh
cpencTBa GU3NYECKOM
KYJIBbTYPBI IJIs1 COXPAaHCHUSA U
YKpEeTICHUS 3J0POBBS B
mporecce

- 3(PeKTUBHO HCIIOIH30BAThH
cpencTBa GU3MUECKOM KyIbTYpHI IS
COXpaHEHUSI U YKPEIUICHUS 3I0POBbS
B TIpolriecce npodeccuoHanbHOM
JIeATETLHOCTH U TOJIIEP’)KaHNe

npodeccuoHaIbHON HE00X0IMMOT0 YPOBHS (PU3NYECKOMH
JIeATEITbHOCTH U MTOATOTOBJICHHOCTH. ;

MO AepKaHUE

HE00XO0IUMOT0 YPOBHS

buznueckoit

ITOATOTOBJICHHOCTH.

OK 09. Ucnonn3oBath - 3()PEKTUBHOCTH MCIIOJIL30BAHMS
MH(pOPMaLUOHHEIE MH(POPMALMOHHO-KOMMYHHKAIIMOHHBIX
TeXHOJIOTHH B TEXHOJIOTUH B IPO(ECCHOHAIBHON
npodeccHOHATbHOT JIeATEITBHOCTH COITIACHO (POPMUPYEMbBIM
NESTEIEHOCTH. YMEHUSIM H T10JIy9aeMOMY

IMMPAKTHUYCCKOMY OMIBITY,

OK 10. ITomp30oBaThcs
npodeccCHOHaANBHOM
JIOKYMEHTaluen Ha
roCyJapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX.

- 9(ppeKTUBHOCTH MCTIOIH30BAHUS B
pohecCHOHANEHOM e TENIbHOCTH
HEOOXOINMON TEXHUYECKON
JIOKYMEHTAIlM1, B TOM YHCIIE Ha
aHTJINICKOM SI3BIKE.
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OK 11. Hcnons3oBaTth
3HaHUS M0 (PUHAHCOBOMN
IPaMOTHOCTH, TUIaHUPOBATh
IpEANPUHUMATEIBCKYIO
JIeATEIILHOCTD B
npodeccuoHaIbHOM chepe

- 3(ppeKkTHBHO IITAHUPOBATH
HNpEAIPUHUMATENBCKYIO
NEeSITeTBHOCTD B TPO(ECCHOHATLHON
cdepe pu mpoBeACHUH PadOT 1O
KOHCTPYHUPOBAHHIO CETEBOU

UHPPACTPYKTYPHI

31



		2023-07-11T17:05:09+0300
	185035 Республика Карелия, Петрозаводск, ул. Анохина, д. 16
	Дмитриев Михаил Геннадиевич




